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Introduction

Topics:

• Document Changes
• Contributors
• About this document

Document Changes
Table 1. Document changes 

Date Description

July 2019 Initial release

June 2020 Added procedures that are related to KeySecure Classic, 
Thales Data Security Manager (DSM), and CipherTrust 
Manager (previously branded as Next Generation KeySecure).

September 2020 Added extra information about including IP information during 
setup and configuration.

December 2021 Added information about how to configure the SEKM solution 
with Redfish and new support for SAS HBA, direct attach 
NVMe SEDs, and PERC LKM to SEKM transition.

April 2022 Change highlights:
● Added supported storage controller table.
● Removed reference to the old storage configuration page.
● Included notes about the "Download CSR" option 

introduced in the UI.
● Added automated deployment section (reference SEKM 

scripting GitHub page).
● Each storage device has its own section for enabling 

security.
● Added additional Redfish calls for each storage device.
● Added references to PERC/HBA user guides.
● Added reference to SSD Encryption overview.

August 2022 Added Utimaco KMS and IBM KMS sections.

October 2022 Added steps on how to confirm if an IP address is in the KMS 
certificate Subject Alternative Name (SAN) field.

May 2023 Change highlights:
● Updated supported storage controller table.
● Added GUI instructions for enabling SEKM on BOSS-N1 

and SDPM/VOSS solutions.
● Added RACADM commands for BOSS-N1 and SDPM/

VOSS solutions.
● Added Redfish calls for BOSS-N1 and SDPM/VOSS 

solutions.
● Added reference to Redfish API guide.
● Added reference to the BOSS-N1 User Guide.

July 2023 Change highlights:
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Table 1. Document changes (continued)

Date Description

● Added notes regarding real-time operation support for 
PERC 12 and newer generations..

● Added notes regarding the Identity Module required for 
SEKM HBA support.

● Added FIPS Compliance descriptor in Redfish section.

January 2024 Change highlights:
● Updated supported storage controller table.
● Added commands for all supported interfaces on ROR-N1.
● Added reference to instructions on how to migrate data 

from KeySecure Classic or Data Security Manager to 
CipherTrust Manager.

● Added Volatile Key Caching (VKC) section.
● Added reference to SCP guide.
● Added reference to drive erase process (ISE).
● Added additional information to the troubleshooting 

section.
● Added reference on where to find supported KMS versions 

(iDRAC release notes).

March 2024 Added support for importing a pregenerated host certificate 
and private key into iDRAC.

August 2024 Change highlights:
● Added SEKM support for HBA 465i.
● Updated supported storage controller table.
● Added support for SEKM custom PEM certificates.
● Added support for Periodic Sync with Key Management 

Server.
● Added support for Scheduled Rekey on iDRAC.
● Added support for Redfish OperationApplyTime on 

BOSS-N1 security enable operation.
● Added support for reduced reboots on SDPM systems 

with security enabled.
● Added support for real-time erase operation SDPM SEDs.
● Added section for Easy Restore.
● Added additional information to the troubleshooting 

section.

October 2024 Change highlights:
● Updated format for supported storage controller table.
● Added support for ControllerDrivesDecommission 

action URI to crypto-erase all drives behind BOSS-N1 in a 
single action.

● Added support for Redfish API GET request on Periodic 
Sync schedule.

● Added support for Fortanix Data Security Manager.

December 2024 Added HBA 465i support for 
ControllerDrivesDecommission.

March 2025 Change highlights:
● Updated supported storage devices table.
● Added support for Entrust KeyControl key management 

server.
● Added supported key management server table.
● Modified Redfish URIs to be compatible with both iDRAC9 

and iDRAC10.
● Added additional information to Periodic Sync section.
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Table 1. Document changes (continued)

Date Description

April 2025 Change highlights:
● Added additional information related to BOSS-N1/ROR-N1 

security disablement.
● Removed references to a suppressed attribute.
● Updated BIOS SdpmCurrentSize and 

SEKM.1.RekeyMode Redfish URIs.

June 2025 Change highlights:
● Added support for PERC H975i Front.

Contributors
The Dell Enterprise Server Solutions team created this guide.

Authors: Sanjeev Dambal, Texas Roemer, Xavier Conley, Ajay Shenoy, Srikanth Krishnamurthy, Anila Sri y

Content Engineering & Translation: Krista Chen

About this document
NOTE: Many PDF viewers add a line break to the end of each line of text in a PDF. Adobe Acrobat (Reader, Standard, and 

Pro) and other common PDF viewers, including Google Chrome and Microsoft Edge, insert these line breaks. As a result, 

when you copy commands that wrap across multiple lines in a PDF, the copied commands contain erroneous line breaks. If 

you copy and paste commands, the line breaks cause issues.

To address this known limitation and ensure that copied commands do not contain unintentional line breaks, do one of the 

following:

● Paste the copied commands into a text editor and remove the line breaks.

● Use the HTML version of this document when you are copying commands.
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Executive Summary
This guide provides an overview of how to secure storage devices on Dell PowerEdge servers using the OpenManage Secure 
Enterprise Key Manager (SEKM). By integrating SEKM with supported Key Management Servers (KMS) such as CipherTrust, 
Utimaco, IBM, Fortanix, and Entrust, you can ensure robust key management and enhanced security for your IT infrastructure. 
The guide includes setup instructions, key tips, and troubleshooting methods to help you deploy and manage SEKM.

2
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Supported Storage Devices and Key 
Management Servers

NOTE: See iDRAC release notes for supported Key Management Server versions.

NOTE: iDRAC Key Management does not support PERC H840 Adapter or HBA 465e Adapter.

Table 2. Supported storage devices 

Storage controller Auto Secure LKM support SEKM support Minimum firmware

Direct-attach NVMe Yes No Yes N/A

SDPM Yes No 16G only N/A

PERC H975i Front No No 17G only 8.11.0.0.28-86

PERC H365i Front No 15G/16G only 16G/17G only 8.11.0.0.15-22

PERC H365i Adapter No 15G/16G only 16G/17G only 8.11.0.0.15-22

PERC H965i Front No 15G/16G only 16G/17G only 8.0.0.0.18-81

PERC H965i Adapter No 15G/16G only 16G/17G only 8.0.0.0.18-81

PERC H965e Adapter No 15G/16G only 16G/17G only 8.4.10.0.18-4

PERC H965i MX No 15G/16G only 16G/17G only 8.8.0.0.18-26

PERC H755 Front No 15G/16G only 15G/16G only 52.16.1-4074

PERC H755N Front No 15G/16G only 15G/16G only 52.16.1-4074

PERC H755 Adapter No 15G/16G only 15G/16G only 52.16.1-4074

PERC H750 Adapter No 15G/16G only 15G/16G only 52.16.1-4074

PERC H740P Mini No 15G/16G only 15G/16G only 51.13.2-3714

PERC H740P Adapter No 15G/16G only 15G/16G only 51.13.2-3714

HBA 465i Front No No 16G only 8.8.0.0.15-26

HBA 465i Adapter No No 16G only 8.8.0.0.15-26

HBA 355i Adapter Yes* No VxRail/16G only 17.15.08.00

HBA 355i Front Yes* No VxRail/16G only 17.15.08.00

BOSS-N1 DC-MHS No No 17G only 2.2.13.2033

BOSS-N1 Monolithic No No 16G only 2.1.13.2017

BOSS-N1 Modular No No 16G only 2.1.13.2017

ROR-N1 No No 16G only 2.1.13.2025

NOTE: *Encryption capable drives behind HBA 355i support Auto Secure, but security on the controller needs to be 

manually enabled first. For more information, see the HBA section.
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Table 3. Supported key managers 

Key management servers

CipherTrust Manager

IBM Secure Guardium Key Lifecycle Manager

Utimaco Enterprise Secure Key Manager

Fortanix Data Security Manager

Entrust KeyControl Vault Manager

Table 4. Security properties 

Device Security Properties Values Description

PERC with iDRAC10 Encryption capability Not Capable | Capable Indicates if the controller 
supports encryption.

Encryption mode Disabled | Enabled Indicates current Encryption 
Mode for the controller.

Security status Encryption Capable | Security 
Key Assigned

Indicates current security 
status for the controller.

NOTE: PERC 11 and earlier generations are not supported on 17G platforms.

NOTE: iDRAC Key Management does not support the PERC H840 Adapter or the HBA 465e Adapter.

Table 5. Security properties, continued 

Device Security Properties Values Description

PERC with iDRAC9 Encryption Capability "None | Local Key 
Management and Secure 
Enterprise Key Manager 
Capable"

Indicates if PERC supports 
encryption.

Encryption Mode "None | Local Key 
Management | Secure 
Enterprise Key Manager 
| Secure Enterprise Key 
Manager Failed"

Indicates current encryption 
mode for PERC.

Security Status "Security Key Assigned" Indicates current security 
status for PERC.

HBA 465i Encryption capability "Not Capable | Capable" Indicates if HBA 465i supports 
encryption.

Encryption mode "Disabled | Enabled | Secure 
Enterprise Key Manager 
Failed"

Indicates current encryption 
mode for HBA 465i.

Security status "Encryption Capable | 
Security Key Assigned"

Indicates current security 
status for HBA 465i.

HBA 355i, BOSS-N1, ROR-N1 Encryption capability "Not Capable | Capable" Indicates if the controller is 
security-capable.

Encryption mode "Not Applicable" HBA, BOSS-N1, and ROR-N1 
do not support encryption 
mode property such as 
LKM or SEKM. Therefore, 
encryption mode is not 
applicable.
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Table 5. Security properties, continued (continued)

Device Security Properties Values Description

Security status "Not Capable | Disabled | 
Enabled"

Indicates current security 
status for the controller.

SED Encryption capability "Not Capable | Capable" Indicates if the drive is 
security-capable.

Encryption mode "Not Capable | Encryption 
Capable | Secured | Locked | 
Foreign"

Indicates current security 
status of the drive.

Security status "None | TCG Enterprise SSC | 
TCG Opal SSC"

Indicates encryption protocol 
that is supported by the drive.

NOTE: SEKM supports CPU-attached NVMe SEDs only if they use the TCG Opal 2.0 protocol.

NOTE: SEKM supports the HBA 355i only on VxRail platforms. (E660F, P670F, and V670F models).

NOTE: SEKM supports HBA solutions only on SEDs that use the TCG Enterprise Protocol. For more details, see the HBA 

section.

NOTE: SEKM supports BOSS-N1, ROR-N1, and SDPM solutions only on M.2 NVMe SEDs that use the TCG Opal 2.0 

protocol.
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CipherTrust Manager (k170v)

Topics:

• CipherTrust Manager prerequisites
• Migration from KeySecure Classic (k150v) or Thales Data Security Manager (DSM) to CipherTrust 
• Automated Deployment
• Set up SEKM on CipherTrust Manager
• Configure Auto-Client Registration
• Configure KMIP Interface
• Create a user that represents iDRAC on CipherTrust Manager
• Set up SEKM on iDRAC
• Configure SEKM using the iDRAC GUI
• Get the CSR file signed by CipherTrust Manager
• Download the server CA from CipherTrust Manager and upload to iDRAC
• Viewing iDRAC key ID on CipherTrust Manager

CipherTrust Manager prerequisites
Before you set up iDRAC SEKM support, you must fulfill the following prerequisites.

PowerEdge Server prerequisites

● iDRAC SEKM license installed
● iDRAC Data Center or Enterprise license
● iDRAC updated to the firmware version which supports SEKM
● Supported storage devices that are updated to the firmware version which supports SEKM

CipherTrust Manager prerequisites

● Configure Auto-Client registration
● Configure KMIP interface
● Create a user that represents the iDRAC on the KMS

Migration from KeySecure Classic (k150v) or Thales 
Data Security Manager (DSM) to CipherTrust
You can migrate data from KeySecure Classic or Thales DSM to the latest supported version of CipherTrust Manager. The 
migration takes place by creating a backup file on KeySecure Classic or DSM, then importing that file to CipherTrust. For more 
information about supported data and steps that are required to perform the migration from KeySecure Classic, see Migrate 
from KeySecure Classic on the Thales support site. For Thales DSM steps, see Migrate from Data Security Manager.

NOTE: To use CipherTrust, reconfigure iDRAC SEKM certificates and KMS settings. For more information, see Set up 

SEKM on CipherTrust Manager and Configure iDRAC with CipherTrust.

4
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Automated Deployment
After configuring Auto-Client registration and the KMIP interface on CipherTrust, you can use an automated Python script to 
set up the complete SEKM solution iDRAC. For more details, see the SEKM scripting GitHub page.

Set up SEKM on CipherTrust Manager
iDRAC supports the following CipherTrust Manager features. For information about other CipherTrust features, see the 
CipherTrust Appliance Administration Guide.

Configure Auto-Client Registration
1. Log in to the CipherTrust appliance and click KMIP (OASIS Key Management Interoperability).

Figure 1. CipherTrust Manager dashboard

2. Click Client Profile > Add Profile.

Figure 2. Add client profile

3. Enter or select data in the Add Profile dialogue box.

Figure 3. Add profile
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NOTE: Certificate Details and Device Credentials are not necessary for this step. If you are using CipherTrust version 

1.10 or below, specify the Common Name field in the certificate to add a profile. Ensure that a user with this name exists 

on the CipherTrust appliance. This user does not need to be added to the group.

4. Click Registration Token > New Registration Token.

Figure 4. New registration token

5. Enter the prefix name of the Registration Token. For example, "iDRAC token."

Figure 5. Configure new registration token

6. Select Local CAs as the certification authority, then click Select Profile.

Figure 6. Select CAs

7. Select the profile that you created, then click Create Token.

Figure 7. Select client profile

8. Copy the registration token.

CipherTrust Manager (k170v) 17



Figure 8. Copy registration token

9. Navigate back to the CipherTrust home page and click Admin settings.
10. Click Interfaces. Click the ellipses symbol next to the KMIP interface.
11. Click Edit.
12. Select the Auto Registration check box.
13. Paste the token that you copied into the Registration Token box.
14. Select the Enable hard delete check box.

Figure 9. Edit KMIP interface

NOTE: Disable automatic generation from a Local CA on the configured KMIP page. If you do not disable this option, 

CipherTrust will replace the KMIP server certificate with a new certificate after rebooting. You can find this option under 

Local CA for Automatic Server Certificate Generation in the Edit section.

15. If you are using an older version of CipherTrust (versions 1.10 and below), restart the KMIP services by clicking System > 
Services > Restart KMIP.

Configure KMIP Interface
The Local Certificate Authority that is shown in the image is available by default.
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Figure 10. Local Certificate Authorities

If you are using a newer version of CipherTrust (version 2.3 and above), click Local CA > Issue Certificate and do the 
following:

Figure 11. Issue Certificate

● Algorithm: RSA
● Size: 2048

NOTE: The older version of Gemalto had a single field for Subject Alternative Name (SAN). This field has been split into 

two separate fields on CipherTrust: DNS Names and IP Addresses. It is mandatory to enter both fields to prevent iDRAC 

SEKM setup issues or key exchange failures.

1. Click both "save csr” and "save private key."

Figure 12. Save csr and private key buttons
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2. Copy the contents of your CSR and get it signed by your Certificate Authority. In this example, we use the Certificate 
Authority that is available by default.

3. Click CA > Local Certificate Authority.

Figure 13. Local Certificate Authorities

4. Select CA (Certificate Authority). After you select the CA, the Issue Certificate and Upload CSR buttons are displayed.

Figure 14. Issue Certificate and Upload CSR buttons

5. Select Upload CSR, then upload the contents from the CSR you generated in the steps above.
6. Upload the externally generated CSR.

Figure 15. Upload Externally Generated CSR

NOTE: Select server for Certificate Purpose.

After you click "Issue Certificate," the certificate becomes available for download on the same page.
7. Click the ellipses (…) symbol, download the signed certificate, and save it to your system.
8. Take the private key that you downloaded in the steps above and append it to the signed certificate you downloaded. An 

example of a private key is shown in the screenshot here:
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Figure 16. Private key example

9. Save this file and upload it to the KMIP interface.
10. Upload the signed certificate and private key to the KMIP interface.
11. Click Admin Settings > Interfaces.
12. Click the ellipses symbol next to the KMIP interface, then click Upload New Certificate.
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Figure 17. Upload Certificate

● Text: Includes the signed certificate and appended private key.
● Format: PEM

13. Click Upload Certificate.

NOTE: If you are using an older version of CipherTrust (versions 1.10 and below), you must restart the KMIP services.

14. Go to System > Services > Restart KMIP.

Create a user that represents iDRAC on CipherTrust 
Manager
1. Click Access Management > Users > Add User.
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Figure 18. Create a new user

NOTE: The username must match the Username Location field in the iDRAC CSR.

2. After you create this user, add this user to the Key Users group:
a. Click Access Management > Groups > search for "Key Users."
b. Add your newly created user to the group.

Figure 19. Key users

Set up SEKM on iDRAC

Licensing and firmware update

SEKM requires an iDRAC Enterprise or Data Center license. To avoid an extra firmware update, install the SEKM license first, 
then update the iDRAC firmware to a version that supports SEKM. An iDRAC firmware update is always needed after installing 
the SEKM license, even if the current firmware supports SEKM. Use existing methods to install licenses and firmware updates 
for SEKM.

Set up SSL certificate

The SEKM solution requires two-way authentication between iDRAC and the KMS. Generate a CSR on iDRAC, get it signed by a 
CA on the KMS, and upload the signed certificate to iDRAC. For KMS authentication, upload the KMS CA certificate to iDRAC.

Configure SEKM using the iDRAC GUI
1. Start iDRAC using any supported browser.
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2. Click iDRAC Settings > Services.
3. Expand the iDRAC Key Management menu and select SEKM for Key Management Service.
4. Go to SEKM Configuration.
5. Enter the KMS IP address and iDRAC KMS user ID and password, if applicable.

Figure 20. iDRAC Key Management window for SEKM

NOTE: The User ID and Password fields must match the user that you created on CipherTrust in the steps above.

6. Click Next.
7. Click Generate CSR.
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Figure 21. SEKM certificate

NOTE: The Download CSR option becomes available after generating a CSR.

8. Enter the certificate information in the Generate Certificate Signing Requests (CSR) dialog box.
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Figure 22. Generate Certificate Signing Request box

NOTE: Include both the user ID and iDRAC IP address options in the CSR field.

9. Click Generate.
10. Save it to your system.
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Get the CSR file signed by CipherTrust Manager

Figure 23. Certificate request

1. Log in to CipherTrust Manager.
2. Click CA > Local Certificate Authority.

Figure 24. Local Certificate Authorities

3. Click Upload CSR.
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Figure 25. Upload Externally Generated CSR

● Certificate Purpose: client

NOTE: After issuing the certificate, you can download and save it to your system. It will be the most recent certificate 

listed under certificates issued by your local CA.

4. To upload the signed certificate, go to the SEKM Certificate section and click Upload Signed CSR.

Download the server CA from CipherTrust Manager 
and upload to iDRAC
1. Click CA on the CipherTrust Manager UI.

Figure 26. Certificate authorities

2. Click the ellipses symbol (…) in the right corner, download it, and save it to your system.
3. Go to the KMS CA Certificate section and click Upload KMS CA Certificate.
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Figure 27. KMS CA certificate upload

A message indicates that the upload operation has succeeded.
4. Go to Test Network Connection and verify that the connection is successful.
5. Click Finish to go to the Job Queue page and ensure that the job ID is marked successfully completed.

Figure 28. Job queue

iDRAC SEKM configuration with CipherTrust Manager is complete.

Viewing iDRAC key ID on CipherTrust Manager
You will not see a key generated for your iDRAC until you enable SEKM on a supported storage device. For information about 
how to enable SEKM on supported storage device, see the related section for your storage device.
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Figure 29. Keys
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IBM Secure Guardium Key Lifecycle Manager

Topics:

• IBM Secure Guardium Key Lifecycle Manager (SGKLM) prerequisites
• Set up SEKM on IBM SGKLM
• Generate CSR for Server Certificate
• Sign CSR with external CA 
• Upload signed CSR to IBM SGKLM
• Set up SEKM on iDRAC
• Configure SEKM using the iDRAC GUI
• Get the CSR file signed by an external CA
• Register Client on IBM SGKLM
• Upload the signed CSR for iDRAC to IBM SGKLM
• Import external CA into IBM SGKLM
• Download the external CA and upload to iDRAC
• Viewing iDRAC key ID on IBM SGKLM
• Audit and debug on IBM SGKLM

IBM Secure Guardium Key Lifecycle Manager 
(SGKLM) prerequisites
Before you set up iDRAC SEKM support, you must fulfill the following prerequisites:

PowerEdge Server Prerequisites

● iDRAC SEKM license installed
● iDRAC Data Center or Enterprise license
● iDRAC updated to the firmware version which supports SEKM
● Supported storage devices updated to the firmware version that supports SEKM

IBM SGKLM 4.1 Prerequisites

● Access to a valid external Certificate Authority to sign the server certificate.
● Register a new client that represents iDRAC on the CLIENTS page in the KMS.

Set up SEKM on IBM SGKLM
The following sections describe the IBM SGKLM features that are supported by iDRAC. For information about all other features, 
see the Product Overview documentation available on the IBM support site.

Generate CSR for Server Certificate
1. Log in to IBM SGKLM.
2. Go to Advanced Configuration > Server Certificates.

5
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Figure 30. Advanced configuration dropdown menu

3. Click the Add icon and select Request Certificate from a third-party provider.

Figure 31. Add TLS/KMIP certificate

NOTE: It is mandatory to enter the KMS server IP address or hostname in the Certificate description field.

4. After entering or selecting all necessary information, click Add Certificate.
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Figure 32. Add certificate

A CSR file is generated in the following location where IBM SGKLM is installed:

● Windows: C:\Program Files\IBM\WebSphere\AppServer\products\sklm\data
● Linux: /opt/IBM/WebSphere/Liberty/products/sklm/data
This CSR can also be downloaded from the Advanced Configuration > Server Certificates page. The last column provides an 
option to download.

Sign CSR with external CA
1. Copy the CSR content and get it signed by an external Certificate Authority (CA).

NOTE: This signed CSR is for the server certificate on the KMS.

2. Copy the signed CSR file to the same location where IBM SGKLM is installed:
● Windows: C:\Program Files\IBM\WebSphere\AppServer\products\sklm\data
● Linux: /opt/IBM/WebSphere/Liberty/products/sklm/data

3. The signed CSR can also be uploaded from the GUI. For more information, see Upload signed CSR to IBM SGKLM.

Upload signed CSR to IBM SGKLM
1. Go to the Welcome page.
2. Click Third-party certificates pending import under Key Groups and Certificates.

Figure 33. Welcome page
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3. Double-click the certificate that you generate from the list of pending certificates.

Figure 34. Pending certificates

4. Browse and search for the signed CSR from the previous step.

Figure 35. Browse to the signed CSR

5. If the file is not present in the list, then use the Upload button to upload the signed CSR from the previous step, then select 
the file.

6. Click Import.
7. Go to Advanced Configuration > Server Certificates and verify that the box in the Status column has changed to green.

Figure 36. Valid status

8. On the Server Certificates page, double-click the certificate and select the Current certificate in use check box.
9. Click Modify Certificate.
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Figure 37. Modify certificate

Set up SEKM on iDRAC
See Set up SEKM on iDRAC.

Configure SEKM using the iDRAC GUI
See Configure SEKM using the iDRAC GUI.

Get the CSR file signed by an external CA
Get the CSR signed by your supported Certificate Authority.
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Register Client on IBM SGKLM
1. Copy the iDRAC Client certificate and the corresponding external CA used to sign the iDRAC CSR to the following location 

where IBM SGKLM is installed.
● Windows: C:\Program Files\IBM\WebSphere\AppServer\products\sklm\data
● Linux: /opt/IBM/WebSphere/Liberty/products/sklm/data

2. Alternatively, the above certificates can be uploaded from the IBM SGKLM GUI. Further details can be found in the following 
sections.

Upload the signed CSR for iDRAC to IBM SGKLM
1. In the IBM SGKLM, navigate to Advanced Configuration > Client Device Certificates.
2. Click Import.
3. Browse through the list of files and upload the signed SEKM SSL certificate.
4. Select the uploaded certificate.
5. Select the Allow the server to trust this certificate check box, then click Import.

Figure 38. Import TLS/KMIP Certificate for Clients

NOTE: The certificate name should be the same as the common name used while generating iDRAC CSR.

Import external CA into IBM SGKLM
1. Go to Configuration > Truststore and click Add.
2. Browse through the list of files and upload the external CA used to sign the iDRAC CSR.
3. Select the uploaded certificate and click Add Certificate.

Figure 39. Add Certificate

36 IBM Secure Guardium Key Lifecycle Manager



Download the external CA and upload to iDRAC
1. Download your external CA, then go to the KMS CA Certificate section in iDRAC.
2. Click Upload KMS CA Certificate.

Figure 40. KMS CA Certificate 

Upload

A message displays, indicating that the upload is successful.
3. Go to Test Network Connection and verify that the connection is successful.
4. Click Finish to go to the Job Queue page and ensure that the job ID is marked "Completed."

Figure 41. Job Queue

iDRAC SEKM configuration with IBM SGKLM is now complete.
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Viewing iDRAC key ID on IBM SGKLM
NOTE: You will not see a key that is generated for your iDRAC until you enable SEKM on a supported storage device. For 

details on how to enable SEKM on supported storage device, see the related section for your storage device.

1. Go to the Clients tab.
2. Double-click the required iDRAC client from the list.
3. Select the Add Objects tab.
4. Double-click SYMMETRIC_KEY under Object Type.

Figure 42. Modify Client

Figure 43. Detailed Key ID information

5. Double-click the required key ID for a detailed view.

Audit and debug on IBM SGKLM
1. Go to Configuration > Audit and Debug.
2. Select the Enable Debug check box to log further activities.
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Figure 44. Audit and Debug

3. Log files can be downloaded from the Download log files link. Alternatively, log files can be found at the following locations 
where IBM SGKLM is installed.
● Windows: C:\Program Files\IBM\WebSphere\AppServer\products\sklm\logs
● Linux: /opt/IBM/WebSphere/Liberty/products/sklm/logs
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Utimaco

Topics:

• Utimaco prerequisites
• Set up SEKM on Utimaco
• Set up SEKM on iDRAC
• Configure SEKM using the iDRAC GUI
• Get the CSR file signed on Utimaco
• Download the server CA file from Utimaco and upload to iDRAC
• View iDRAC key ID on Utimaco

Utimaco prerequisites
Before you set up iDRAC SEKM support, you must fulfill the following prerequisites:

PowerEdge Server prerequisites:

● iDRAC SEKM license installed
● iDRAC Data Center or Enterprise license
● iDRAC updated to the firmware version that supports SEKM
● Supported storage devices updated to a firmware version that supports SEKM

Key Management Server (KMS) prerequisites:

● Set up a valid CA to sign the iDRAC CSR
● A user account that represents the iDRAC on the KMS
● Authentication settings on the KMIP Service of the KMS

Set up SEKM on Utimaco
This section describes the Utimaco features that are supported by iDRAC.

SSL certificate

When creating an SSL certificate request, you must include the IP address of the KMS in the Subject Alternative Name field.

The IP address must be entered in the format that is indicated in the sample screenshot here:

6
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Figure 45. Create Certificate

Users and groups

It is recommended that you create a separate user account for each iDRAC on the KMS. This enables you to protect the keys 
that are created by one iDRAC from being accessed by another. If the keys must be shared between iDRACs, it is recommended 
to create a group and add all iDRAC usernames that must share keys to that group.

Authentication

The authentication options that are supported by the Utimaco KMS are shown in this sample screenshot:
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Figure 46. KMIP Server Configuration settings

Password authentication

It is recommended that you set this setting to "Required (most secure)." When set to this option, the password for the user 
account that represents the iDRAC on the KMS must be provided to iDRAC, as explained later in Set up SEKM on iDRAC.

Client certificate authentication

It is recommended that you set to the Client Certificate Authentication to "Used for SSL session and username (most secure)…". 
When set to this option, the SSL certificates must be set up on iDRAC as explained later in Set up SEKM on iDRAC.

Username field in client certificate

It is recommended to set the username field to one of the iDRAC supported values:

● CN: Common Name
● UID: User ID
● OU: Organizational Unit
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When set to one of these values, the iDRAC username on the KMS must be set up on the iDRAC as explained later in Set up 
SEKM on iDRAC.

Require client certificate to contain source IP

It is recommended that you enable this option only if the iDRAC IP address does not change frequently. If this option is enabled 
and the iDRAC IP address changes, the SEKM stops functioning until the SSL certificates are set up again. If this option is 
enabled, ensure that the same option is also enabled on iDRAC, as explained later in Set up SEKM on iDRAC.

Set up SEKM on iDRAC

Licensing and firmware update

SEKM is a licensed feature with the iDRAC Enterprise license as a pre-requisite. To avoid an additional iDRAC firmware update, 
it is recommended that the SEKM license be installed first, and then the iDRAC firmware be updated to a version that supports 
SEKM. This is because an iDRAC firmware update is always required after the SEKM license is installed, regardless of whether 
the existing firmware version supports SEKM or not. The existing interface methods for installing the license and firmware 
update can be used for SEKM.

Set up SSL certificate

The SEKM solution mandates two-way authentication between the iDRAC and the KMS. iDRAC authentication requires 
generating a CSR on the iDRAC, getting it signed by a CA on the KMS, and uploading the signed certificate to iDRAC. For 
KMS authentication, the KMS CA certificate must be uploaded to iDRAC.

Generate iDRAC CSR

While many of the CSR properties are standard and straightforward, here are a few important guidelines to keep in mind:

If the Username Field in Client Certificate option the KMS is enabled, ensure that the iDRAC account username on the KMS 
is entered in the correct field (CN, OU, or KMS user ID) that matches the value that is selected in the KMS.

If the Require Client Certificate to Contain Source IP field is enabled on the KMS, enable the "iDRAC IP address in CSR" IP 
address during the CSR generation.

Configure SEKM using the iDRAC GUI
1. Start iDRAC using any supported browser.
2. Click iDRAC Settings > Services.
3. Expand the iDRAC Key Management menu and select SEKM for Key Management Service.
4. Go to SEKM Configuration.
5. Enter the KMS IP address and iDRAC KMS user ID and password fields if applicable.
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Figure 47. SEKM configuration

NOTE: The user ID and password fields must match the user that you created on Utimaco in the above steps.

6. Click Next.
7. Click Generate CSR.
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Figure 48. SEKM certificate

NOTE: The Download CSR option is available after generating a CSR.

8. Enter the certificate information in the Generated Certificate Signing Requests (CSR) dialog box.
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Figure 49. Generate CSR

NOTE: It is recommended to include both user ID and iDRAC IP address options in the CSR field.

9. Click Generate to generate the CSR file.
10. Save it to your system.

Get the CSR file signed on Utimaco

-----BEGIN CERTIFICATE REQUEST-----
MIIC/jCCAeYCAQAwgY8xCzAJBgNVBAYTAlVTMQ4wDAYDVQQIDAVUZXhhczETMBEG
A1UEBwwKUm91bmQgUm9jazERMA8GA1UECgwIRGVsbCBFTUMxDTALBgNVBAsMBFRl
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-----END CERTIFICATE REQUEST-----

1. Click Security > Local CAs.
2. Click Sign Request.
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Figure 50. Sign request

3. Select Client as the purpose of generating the certificate. Paste the complete CSR content in the Certificate Request 
box.

4. Click Sign Request.
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Figure 51. Sign certificate request with Client purpose

5. After the request is signed, click Download to save the signed CSR file to your system.
6. To upload the file that is signed on Gemalto or Utimaco, access the iDRAC GUI, go to the SEKM Certificate page, and click 

Upload Signed CSR. A message is displayed to indicate the successful upload.

NOTE: You must upload this signed certificate as the KMIP client certificate for your assigned user on Utimaco.

Download the server CA file from Utimaco and upload 
to iDRAC
1. On the Utimaco GUI, click Security Tab > Local CAs. Select the server CA that you are using and click Download. The file 

is saved to your local system.
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Figure 52. Download local CA

2. Go to the KMS CA Certificate section and click Upload KMS CA Certificate.

Figure 53. Upload KMS CA certificate

A message is displayed to indicate that the upload was successful.
3. Click Finish to go to the Job Queue page and ensure that the job ID is marked "Completed."

50 Utimaco



Figure 54. Job Queue

The iDRAC SEKM configuration with Utimaco is complete.

View iDRAC key ID on Utimaco
1. Log in to the Utimaco GUI.
2. Click Security > KMIP Objects.

Figure 55. KMIP object configuration
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Fortanix Data Security Manager

Topics:

• Fortanix prerequisites
• Set up SEKM on Fortanix
• Set up SEKM on iDRAC
• Configure SEKM using the iDRAC UI
• Get the CSR file signed
• Download the CA and upload it to iDRAC

Fortanix prerequisites
The following sections describe the Fortanix features that are supported by iDRAC. For information about deployment and all 
other features, see the Fortanix guide.

NOTE: Fortanix DSM is deployed with a server certificate that is signed by an internal Certificate Authority. The server 

certificate must contain the IP address of the KMS in the Subject Alternative Name (SAN) field.

Set up SEKM on Fortanix
Fortanix DSM supports KMIP client authentication using the Apps feature.

1. On the Fortanix DSM user interface, log in and go to the Apps tab on Fortanix DSM.
2. Click Create New App.
3. Enter an App Name, select KMIP Interface, and select API Key for Authentication Method.
4. Assign the app to a group and click Save.

Once the app is created, select the detailed view of the app and note the app's UUID and password.

NOTE: If you select Client Certificate as the Authentication Method, then the KMS username and password fields on 

iDRAC are optional.

The UUID and password values on Fortanix are the KMS username and password credentials on iDRAC.

NOTE: When generating the iDRAC CSR, the UUID must match the Common Name (CN) field.

Set up SEKM on iDRAC

Licensing and firmware update

SEKM is a licensed feature that requires the iDRAC Enterprise license as a pre-requisite. To avoid an additional iDRAC firmware 
update, install the SEKM license first, and then update the iDRAC firmware to a version that supports SEKM. This is necessary 
because an iDRAC firmware update is always required after the SEKM license is installed, regardless of whether the existing 
firmware version supports SEKM. You can use the existing interface methods for installing the license and firmware updates for 
SEKM.
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Set up SSL certificate

The SEKM solution mandates two-way authentication between the iDRAC and the KMS. For iDRAC authentication, you must 
generate a CSR on the iDRAC, get it signed by a trusted CA on the KMS, and upload the signed certificate to iDRAC. For KMS 
authentication, you must upload the KMS CA certificate to the iDRAC.

Configure SEKM using the iDRAC UI
1. Start iDRAC using any supported browser.
2. Click iDRAC Settings > Services.
3. Expand the iDRAC Key MAnagement menu and select SEKM for Key Management Service.
4. Go to SEKM Configuration.
5. Enter the KMS IP address and iDRAC KMS user ID and password fields if applicable.

Figure 56. SEKM configuration

NOTE: The user ID and password fields must match the Fortanix-generated UUID and password if applicable.

6. Click Next.
7. Click Generate CSR.
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Figure 57. SEKM certificate

NOTE: The Download CSR option is available after generating a CSR.

8. In the Generate Certificate Signing Requests (CSR) dialog box, enter the client certificate information.
9. Click Generate. The CSR file generates.
10. Save the file to your system.

Get the CSR file signed
Using OpenSSL, get the CSR signed by Fortanix’s internal Certificate Authority.

Download the CA and upload it to iDRAC
1. Click the padlock icon in your web browser to view and export the Certificate Authority file from Fortanix.
2. Upload the same certificate to iDRAC as the KMS server CA.
3. Go to Text Network Connection and verify that the connection is successful.
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Figure 58. Test network connection

4. Click Finish to go to the Job Queue page and ensure that the job ID is marked "Complete."

Figure 59. Job queue

iDRAC SEKM configuration with SEKM is now complete.
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Entrust KeyControl

Topics:

• Entrust KeyControl prerequisites
• Set up SEKM on Entrust
• Set up SEKM on iDRAC
• Configure SEKM using the iDRAC GUI
• Get the CSR file signed
• Download the CA and upload to iDRAC

Entrust KeyControl prerequisites
The following sections describe the Entrust KeyControl features that are supported by iDRAC. For information about 
deployment and all other features, see the Entrust KeyControl guide.

Set up SEKM on Entrust
1. Log in to Vault Management and click Create Management.
2. Select KMIP for vault type, then provide a name for the vault.
3. Once your vault is created, you are prompted with a URL to your newly created vault along with the admin credentials.

NOTE: You will be prompted to change the password after the first login.

Set up SEKM on iDRAC

Licensing and firmware update

SEKM is a licensed feature that requires the iDRAC Enterprise license as a prerequisite. To avoid an additional iDRAC firmware 
update, install the SEKM license first, then update the iDRAC firmware to a version that supports SEKM. This is necessary 
because an iDRAC firmware update is always required after the SEKM license is installed, regardless of whether the existing 
firmware version supports SEKM. You can use the existing interface methods for installing the license and firmware updates for 
SEKM.

Set up SSL certificate

The SEKM solution mandates two-way authentication between the iDRAC and the KMS. For iDRAC authentication, you must 
generate a CSR on the iDRAC, get it signed by a trusted CA on the KMS, and upload the signed certificate to iDRAC. For KMS 
authentication, you must upload the KMS CA certificate to the iDRAC.

Configure SEKM using the iDRAC GUI
1. Start iDRAC using any supported browser.
2. Click iDRAC Settings > Services.
3. Expand the iDRAC Key Management menu and select SEKM for Key Management Service.
4. Go to SEKM Configuration.
5. Enter the KMS IP address.

8
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Figure 60. KMS information

NOTE: Entrust KeyControl does not support KMS User ID and Password fields on iDRAC.

6. Click Next.
7. Click Generate CSR.
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Figure 61. SEKM Certificate

NOTE: The Download CSR option is available after generating a CSR.

8. In the Generate Certificate Signing Requests (CSR) dialog box, enter the client certificate information,
9. Click Generate. The CSR file generates.
10. Save the file to your system.

Get the CSR file signed
1. Log into your newly created vault on Entrust, then select Security > Client Certificates.
2. Click the plus icon to upload a CSR from iDRAC.

Figure 62. Plus icon
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3. The client certificate will be signed by Entrust’s internal Certificate Authority and is available for download after creating the 
certificate.

4. Download the certificate, which is a zip file containing the signed client certificate and the certificate authority.
5. Upload the signed client certificate to iDRAC.

Download the CA and upload to iDRAC
1. Upload the certificate authority from the previous step as the KMS server CA.
2. Go to Test Network Connection and verify that the connection is successful.

Figure 63. Test Network Connection

3. Click Finish to go to the Job Queue page and ensure that the job ID is marked "Complete."

Figure 64. Job Queue
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4. The iDRAC SEKM configuration with Entrust KeyControl is now complete.
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Configure SEKM on iDRAC
The sections above demonstrate how to configure SEKM on iDRAC using the UI. This section shows how to configure SEKM 
using Redfish, RACADM, and Server Configuration Profile (SCP).

Topics:

• Configure SEKM using Redfish
• Configure SEKM using RACADM
• Configure SEKM using Server Configuration Profile

Configure SEKM using Redfish
For more information about Redfish calls, see the Redfish guide.

Set SEKM certificate attributes

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {"SEKMCert.1.CommonName": "idrac-PTC8502"}}

NOTE: The following fields are required when generating a CSR: SEKMCert.1.CommonName, 
SEKMCert.1.CountryCode, SEKMCert.1.LocalityName, SEKMCert.1.OrganizationName, 
SEKMCert.1.OrganizationUnit, SEKMCert.1.StateName

NOTE: The following fields are optional when generating a CSR: SEKMCert.1.SubjectAltName, 
SEKMCert.1.UserId

Generate a CSR

Command: POST
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/

Actions/DelliDRACCardService.GenerateSEKMCSR
Header: content-type application/json
Auth: Basic
Body: {}

Take the CSR and get it signed by the Certificate Authority on your supported Key Management Server.

Upload SEKM certificates to iDRAC

Command: POST
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URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/
Actions/DelliDRACCardService.ImportCertificate

Header: content-type application/json
Auth: Basic
Body for KMS server 
certificate:

{"CertificateType": "KMS_SERVER_CA", "CertificateFile": 
"certificate_authority.pem"}

Body for signed 
SEKM SSL 
certificate:

{"CertificateType": "SEKM_SSL_CERT", "CertificateFile": 
"signed_certificate.pem"}

Set KMS attributes

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {"KMS.1.PrimaryServerAddress": "192.168.0.120", 

"KMS.1.iDRACUserName": "idrac-PTC8502", "KMS.1.iDRACPassword": 
"P@ssw0rd"}}

Set SEKM attributes

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {"SEKM.1.AutoSecure": "Enabled", 

"SEKM.1.IPAddressInCertificate": "Enabled", "SEKM.1.KMSKeyPurgePolicy": 
"Keep All Keys", "SEKM.1.KeyCachingPolicy": "No Caching"}}

Enable SEKM

Command: POST
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/

Actions/DelliDRACCardService.EnableSEKM
Header: content-type application/json
Auth: Basic
Body: {}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked "Completed."

Verify SEKM status

Command: GET
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URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/
iDRAC.Embedded.1?$select=Attributes/SEKM.1.SEKMStatus

Auth: Basic
Expected attribute 
if SEKM is enabled:

{SEKM.1.SEKMStatus": "Enabled"}

Expected attribute 
if SEKM is disabled:

{SEKM.1.SEKMStatus": "Disabled"}

Disable SEKM

Command: POST
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/

Actions/DelliDRACCardService.DisableSEKM
Header: content-type application/json
Auth: Basic
Body: {}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on the URI to monitor the job status 

until it is marked "Complete."

FIPS compliance descriptor

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/CPU.1/Drives/

Disk.Bay.14:Enclosure.Internal.0-2
Auth: Basic
Body: {“Oem”: { 

    “Dell”: { 
      “FIPS140ComplianceDescriptor”: { 
        “ComplianceDescriptorType”: “FIPS140”, 
        “ComplianceDescriptorVersion”: “2.3”,  
        “ComplianceRelatedStandard”: “FIPS140-3”,
        “ComplianceOverallSecurityLevel”: “32h”,  
        “ComplianceHardwareVersion”: “SC10”, 
        “ComplianceDescriptorModuleName”: “Micron(R) 7400 SSD 
Controller Security Subsystem”  
}
}
}

NOTE: The FIPS compliance descriptor is only available through the Redfish interface.

Configure SEKM using RACADM
For more information about RACADM commands, see the RACADM guide.

Set SEKM certificate attributes

1. Configure iDRAC SEKM certificate attributes. These attributes must be configured before you generate a CSR.
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2. To set each attribute, run the SET command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn get idrac.sekmcert
[Key=idrac.Embedded.1#SEKMCert.1]
#CertificateStatus=NOT_PENDING
CommonName=
CountryCode=
EmailAddress=
LocalityName=
OrganizationName=
OrganizationUnit=
StateName=
SubjectAltName=
UserId=

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.CommonName idrac-PTC8502
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.CountryCode US
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120-u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.EmailAddress tester@dell.com
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.LocalityName "Round Rock"
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.OrganizationName "Dell"
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.OrganizationUnit "ISG"
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekmcert.StateName Texas
[Key=idrac.Embedded.1#SEKMCert.1]
Object value modified successfully

Generate a CSR

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sslcsrgen -g -t 3 -f 
sekm_csr
CSR generated and downloaded from RAC successfully

1. Get the CSR contents signed by a trusted CA on the Key Management Server.
2. Download the signed file, then upload it back to iDRAC.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sslcertupload -t 6 -f 
signed_sekm_ssl_cert.pem

Certificate successfully uploaded to the RAC.
3. Upload the server CA file to the iDRAC.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sslcertupload -t 7 -f 
server_ca_new.pem

Certificate successfully uploaded to the RAC.
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4. Configure Key Management Server settings on iDRAC.

NOTE: Ensure you have a user on the Key Management Server (KMS) you are using for key exchange with the iDRAC. 

For the username, ensure that it matches the same value in the CSR certificate property you selected for the KMIP 

username field in the client certificate authentication settings.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn get idrac.kms
[Key=idrac.Embedded.1#KMS.1]
!!iDRACPassword=******** (Write-Only)
iDRACUserName=
KMIPPortNumber=5696
PrimaryServerAddress=
RedundantKMIPPortNumber=5696
RedundantServerAddress1=
RedundantServerAddress2=
RedundantServerAddress3=
RedundantServerAddress4=
RedundantServerAddress5=
RedundantServerAddress6=
RedundantServerAddress7=
RedundantServerAddress8=
Timeout=10

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.kms.iDRACUserName idrac-PTC8502
[Key=idrac.Embedded.1#KMS.1]
Object value modified successfully
C:\>racadm -r 192.168.0.120-u root -p P@ssw0rd  --nocertwarn set 
idrac.kms.iDRACPassword Dell123!
[Key=idrac.Embedded.1#KMS.1]
Object value modified successfully

Enable SEKM

Run the following command to enable SEKM:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sekm enable
SEKM0212: The operation is successfully started.

● To view the status of a job, run the racadm jobqueue view -i JID_348909866879 command at the Command Line 
Interface (CLI).

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_348909866879
---------------------------- JOB -------------------------
[Job ID=JID_348909866879]
Job Name=SEKM Status Change
Status=Completed
Scheduled Start Time=[Not Applicable]
Expiration Time=[Not Applicable]
Actual Start Time=[Not Applicable]
Actual Completion Time=[Not Applicable]
Message=[SEKM020: The SEKM feature on the iDRAC enables.]
Percent Complete=[100]
----------------------------------------------------------

Verify SEKM status

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn get idrac.sekm
[Key=idrac.Embedded.1#SEKM.1]
AutoSecure=Enabled
#iLKMStatus=Disabled
IPAddressInCertificate=Disabled
KeyAlgorithm=AES-256
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#KeyCreationPolicy=Key per iDRAC
#KeyIdentifierN= e401a33e1a7e477391326baaa4bafb27d484eabf68e646ffbd69c4b95246a00c
#KeyIdentifierNMinusOne=
KMSKeyPurgePolicy=Keep All Keys
#SecurityMode=None
#SEKMStatus=Enabled
#SupportStatus=Installed

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn get idrac.sekmservices
[Key=idrac.Embedded.1#SEKMServices.1]
#BOSSStatus=Ready
#HBAStatus=Not Supported
#NVMeStatus=Ready
#OverallStatus=Ready
#PERCStatus=Ready
#VOSSStatus=Ready

NOTE: HBA12 is based on PERC and is tracked under PERCStatus. HBA 355i is only supported on VxRAIL platforms. The 

command above was run against a PowerEdge platform.

Disable SEKM

Run the following command to disable SEKM:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sekm disable

SEKM0213: The SEKM disable operation is successful.

Configure SEKM using Server Configuration Profile
For more information about Server Configuration Profile (SCP), see the SCP Reference Guide.

Enable SEKM

For the signed SSL certificate, a CSR must be generated and signed on the KMS, then downloaded. The Server CA must also be 
downloaded from the KMS. In the SCP, copy the contents of the signed SSL certificate and Server CA as shown in the example 
SCP file below. This SCP file has been edited to show only the SEKM configuration changes required to enable SEKM on iDRAC:

<SystemConfiguration Model="PowerEdge R750" ServiceTag="JHK6TYG" TimeStamp="Fri Oct 22 
03:55:37 2021">
<Component FQDD="iDRAC.Embedded.1">
 <Attribute Name="SEKM.1#IPAddressInCertificate">Disabled</Attribute>
 <Attribute Name="SEKM.1#SEKMStatus">Enabled</Attribute>
 <Attribute Name="SEKM.1#KeyAlgorithm">AES-256</Attribute>
 <Attribute Name="SEKM.1#Rekey">False</Attribute>
 <Attribute Name="SEKM.1#KMSKeyPurgePolicy">Keep All Keys</Attribute>
 <Attribute Name="SEKM.1#AutoSecure">Disabled</Attribute>
 <Attribute Name="KMS.1#PrimaryServerAddress">192.168.0.130</Attribute>
 <Attribute Name="KMS.1#KMIPPortNumber">5696</Attribute>
 <Attribute Name="KMS.1#RedundantServerAddress1"/>
 <Attribute Name="KMS.1#RedundantServerAddress2"/>
 <Attribute Name="KMS.1#RedundantServerAddress3"/>
 <Attribute Name="KMS.1#RedundantServerAddress4"/>
 <Attribute Name="KMS.1#RedundantServerAddress5"/>
 <Attribute Name="KMS.1#RedundantServerAddress6"/>
 <Attribute Name="KMS.1#RedundantServerAddress7"/>
 <Attribute Name="KMS.1#RedundantServerAddress8"/>
 <Attribute Name="KMS.1#Timeout">10</Attribute>
 <Attribute Name="KMS.1#iDRACUserName">idrac-PTC1234</Attribute>
 <Attribute Name="KMS.1#iDRACPassword">Password</Attribute>
 <Attribute Name="KMS.1#RedundantKMIPPortNumber">5696</Attribute>
 <Attribute Name="SEKMCert.1#CommonName">idrac-PTC1234</Attribute>
 <Attribute Name="SEKMCert.1#OrganizationName">Dell</Attribute>
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 <Attribute Name="SEKMCert.1#OrganizationUnit">ISG</Attribute>
 <Attribute Name="SEKMCert.1#LocalityName">Round Rock</Attribute>
 <Attribute Name="SEKMCert.1#StateName">Texas</Attribute>
 <Attribute Name="SEKMCert.1#CountryCode">US</Attribute>
 <Attribute Name="SEKMCert.1#EmailAddress">tester@dell.com</Attribute>
 <Attribute Name="SEKMCert.1#SubjectAltName"/>
 <Attribute Name="SEKMCert.1#UserId"/>
 <Attribute Name="SecurityCertificate.1#CertData">-----BEGIN CERTIFICATE----------END CERTIFICATE-----</Attribute>
 <Attribute Name="SecurityCertificate.1#CertType">KMS_SERVER_CA</Attribute>
 <Attribute Name="SecurityCertificate.2#CertData">-----BEGIN CERTIFICATE----------END CERTIFICATE-----</Attribute>
 <Attribute Name="SecurityCertificate.2#CertType">SEKM_SSL_CERT</Attribute>
</Component>
</SystemConfiguration>

1. Run the RACADM set command to import this SCP file from an HTTP share.
2. Ensure that the SCP import job is marked "Completed."

Configure SEKM on iDRAC 67



Disable SEKM

This SCP file has been edited to show only the SEKM configuration changes required to enable SEKM on iDRAC:

<SystemConfiguration Model="PowerEdge R750" ServiceTag="JHK6TYG" TimeStamp="Fri Oct 22 
03:55:37 2021">
<Component FQDD="iDRAC.Embedded.1">
 <Attribute Name="SEKM.1#IPAddressInCertificate">Disabled</Attribute>
 <Attribute Name="SEKM.1#SEKMStatus">Disabled</Attribute>
<Attribute Name="SEKM.1#KeyAlgorithm">AES-256</Attribute>
 <Attribute Name="SEKM.1#Rekey">False</Attribute>
 <Attribute Name="SEKM.1#KMSKeyPurgePolicy">Keep All Keys</Attribute>
 <Attribute Name="SEKM.1#AutoSecure">Disabled</Attribute>
<Attribute Name="KMS.1#PrimaryServerAddress">192.168.0.130</Attribute>
 <Attribute Name="KMS.1#KMIPPortNumber">5696</Attribute>
<Attribute Name="KMS.1#RedundantServerAddress1"/>
<Attribute Name="KMS.1#RedundantServerAddress2"/>
<Attribute Name="KMS.1#RedundantServerAddress3"/>
<Attribute Name="KMS.1#RedundantServerAddress4"/>
<Attribute Name="KMS.1#RedundantServerAddress5"/>
<Attribute Name="KMS.1#RedundantServerAddress6"/>
<Attribute Name="KMS.1#RedundantServerAddress7"/>
<Attribute Name="KMS.1#RedundantServerAddress8"/>
<Attribute Name="KMS.1#Timeout">10</Attribute>
 <Attribute Name="KMS.1#iDRACUserName"> </Attribute>
 <Attribute Name="KMS.1#iDRACPassword"> </Attribute>
 <Attribute Name="KMS.1#RedundantKMIPPortNumber">5696</Attribute>
 <Attribute Name="SEKMCert.1#CommonName"></Attribute>
 <Attribute Name="SEKMCert.1#OrganizationName"></Attribute>
 <Attribute Name="SEKMCert.1#OrganizationUnit"> </Attribute>
 <Attribute Name="SEKMCert.1#LocalityName"></Attribute>
 <Attribute Name="SEKMCert.1#StateName"></Attribute>
 <Attribute Name="SEKMCert.1#CountryCode"></Attribute>
 <Attribute Name="SEKMCert.1#EmailAddress"></Attribute>
 <Attribute Name="SEKMCert.1#SubjectAltName"/>
 <Attribute Name="SEKMCert.1#UserId"/>
 <Attribute Name="SecurityCertificate.1#CertData"></Attribute>
 <Attribute Name="SecurityCertificate.1#CertType">KMS_SERVER_CA</Attribute>
 <Attribute Name="SecurityCertificate.2#CertData"></Attribute>
 <Attribute Name="SecurityCertificate.2#CertType">SEKM_SSL_CERT</Attribute>
</Component>
</SystemConfiguration>

1. Run the RACADM set command to import this SCP file from an HTTP share.
2. Ensure that the SCP import job is marked "Completed."

68 Configure SEKM on iDRAC



Auto Secure
To secure all supported SEDs, Auto Secure is available as part of SEKM enablement. This option is enabled by default.

NOTE: Auto Secure is not applicable for drives behind PERC, HBA 465i, BOSS-N1, and ROR-N1. To secure drives, perform 

manual operation.

Topics:

• Configure Auto Secure using the iDRAC UI
• Configure Auto Secure using Redfish
• Configure Auto Secure using RACADM
• Configure Auto Secure using Server Configuration Profile

Configure Auto Secure using the iDRAC UI
Go to the iDRAC Dashboard > iDRAC Settings > Services > iDRAC Key Management.

Figure 65. iDRAC Key Management

Configure Auto Secure using Redfish

Enable Auto Secure

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {"SEKM.1.AutoSecure": "Enabled"}}
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Verify Auto Secure status

Command: GET
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1?$select=Attributes/SEKM.1.AutoSecure
Auth: Basic
Expected attributes 
if Auto Secure is 
enabled:

"SEKM.1.AutoSecure": "Enabled"

Disable Auto Secure

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {"SEKM.1.AutoSecure": "Disabled"}}

Configure Auto Secure using RACADM

Enable Auto Secure

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn set idrac.SEKM.AutoSecure 
"Enabled"
[Key=idrac.Embedded.1#SEKM.1]
Object value modified successfully

Verify Auto Secure status

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn get idrac.SEKM.AutoSecure
[Key=idrac.Embedded.1#SEKM.1]
AutoSecure=Enabled

Disable Auto Secure

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn set idrac.SEKM.AutoSecure 
"Disabled"
[Key=idrac.Embedded.1#SEKM.1]
Object value modified successfully
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Configure Auto Secure using Server Configuration 
Profile

Enable Auto Secure

This SCP file has been edited to show only the configuration changes required to enable Auto Secure on iDRAC:

<Component FQDD="iDRAC.Embedded.1">
<Attribute Name="SEKM.1#AutoSecure">Enabled</Attribute><Attribute 
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Ensure that the SCP import job is marked “Completed.”

Disable Auto Secure

This SCP file has been edited to show only the configuration changes required to disable Auto Secure on iDRAC:

<Component FQDD="iDRAC.Embedded.1">
<Attribute Name="SEKM.1#AutoSecure">Disabled</Attribute><Attribute 
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Ensure that the SCP import job is marked “Completed.”
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PowerEdge RAID Controller

Topics:

• Overview
• Configure PERC using the iDRAC UI
• Configure PERC using Redfish
• Configure PERC using RACADM
• Configure PERC using Server Configuration Profile

Overview
For more information about PERC features, see the PERC User’s Guide.

● PERC 12: Dell PowerEdge RAID Controller 12 User’s Guide PERC H965i Adapter, PERC H965i Front, PERC H965i MX, and 
PERC H965e Adapter

● PERC 11: Dell Technologies PowerEdge RAID Controller 11 User’s Guide PERC H755 adapter, H755 front SAS, H755N front 
NVMe, H755 MX adapter, H750 adapter SAS, H355 adapter SAS, H355 front SAS, and H350 adapter SAS

● PERC 10: Dell EMC PowerEdge RAID Controller 10 User’s Guide PERC H345, H740P, H745, H745P MX, and H840

NOTE: It is recommended to use real-time operations instead of staged for PERC 12 and newer generations.

Configure PERC using the iDRAC UI
1. Start iDRAC using any supported browser.
2. On the iDRAC GUI, click Dashboard > Storage > Overview > Controllers.
3. From the Actions drop-down menu of the PERC, select Edit > Security > Secure Enterprise Key Manager.

11
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Figure 66. PERC security

NOTE: iDRAC9 is shown in the example above. The security options for PERC with iDRAC10 are “Enable Security” or 

“Disable Security”.

4. Click Add to Pending.
● Select Apply Now for PERC 12 and later generations.
● Select At Next Reboot for PERC 11 and earlier generations.

NOTE: The Apply Now feature is not supported for this operation on PERC 11 and older generations.

NOTE: If At Next Reboot is selected, a server power cycle (cold reboot) must be performed.

NOTE: If the Apply Now option is selected, the job runs in real time without a server reboot. Go to the Job Queue. 

This job should be marked "Running."

5. Go to the Job Queue page and ensure that this job ID has been marked "Completed."
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Figure 67. Job Queue

6. On the iDRAC GUI, click Dashboard > Storage > Overview > Controllers.
7. Expand your storage controller and ensure that the security settings are correct, as shown in the sample screenshot:

Figure 68. Security attributes

8. To disable SEKM on PERC, select Delete Security Key from the Actions drop-down menu.
9. Select Add to Pending and Apply Now.

NOTE: If the request to disable controller security fails, delete any existing volumes and perform cryptographic erase for 

each drive.

NOTE: For more information about cryptographic erase, see Cryptographic erase.

Configure PERC using Redfish

Enable security on PERC

Command: POST
URI: /redfish/v1/Dell/Systems/System.Embedded.1/Oem/DellRaidService/Actions/

DellRaidService.EnableControllerEncryption
Header: content-type application/json
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Auth: Basic
Body: {"Mode":"SEKM","TargetFQDD":"RAID.Integrated.1-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Verify Encryption Mode on PERC

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/RAID.Integrated.1-1
Auth: Basic
iDRAC10 example: {"EncryptionMode": "Enabled"}
iDRAC9 example: {"EncryptionMode": "SecureEnterpriseKeyManager"} 

Verify Encryption Status on SED behind PERC

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/RAID.SL.1-1/Drives/

Disk.Bay.5:Enclosure.Internal.0-1:RAID.SL.1-1?$select=EncryptionStatus
Header: content-type application/json
Auth: Basic
Body: {"EncryptionStatus": "Unlocked"}

Disable security on PERC

Command: POST
URI: /redfish/v1/Dell/Systems/System.Embedded.1/Oem/DellRaidService/Actions/

DellRaidService.RemoveControllerKey
Header: content-type application/json
Auth: Basic

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Configure PERC using RACADM

Enable security on PERC

Run the following command to enable security on PERC:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
setencryptionmode:RAID.SL.1-1 -mode SEKM

STOR094: The storage configuration operation is successfully completed, and the change is in a pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.
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● For more information about the jobqueue command, run the racadm help jobqueue command.

NOTE: PERC 12 and newer generations support enabling SEKM with a real time job.

NOTE: Enabling SEKM on PERC 11 and older generations requires a staged job.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create RAID.SL.1-1 
--realtime -s TIME_NOW

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_021549410134

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_021549410134
---------------------------- JOB -------------------------
[Job ID=JID_021549410134]
Job Name=Configure: RAID.SL.1-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Sat, 09 Dec 2023 14:49:02]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_021549410134
---------------------------- JOB -------------------------
[Job ID=JID_021549410134]
Job Name=Configure: RAID.SL.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Sat, 09 Dec 2023 14:49:02]
Actual Completion Time=[Sat, 09 Dec 2023 14:50:20]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Verify Encryption Mode on PERC

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage get controllers -o 
-p encryptionmode
RAID.SL.1-1
   EncryptionMode                       = Secure Enterprise Key Manager

Verify Security Status on SED behind PERC

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage get pdisks -o -p 
securitystatus
Disk.Bay.0:Enclosure.Internal.0-1:RAID.SL.1-1
   SecurityStatus                       = Secured
Disk.Bay.8:Enclosure.Internal.0-2:RAID.SL.1-1
   SecurityStatus                       = Secured
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Disable security on PERC

C:\>racadm -r 192.168.0.12 -u root -p P@ssw0rd --nocertwarn storage 
deletesecuritykey:RAID.SL.1-1

STOR094: The storage configuration operation is successfully completed, and the change is in a pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

● For more information about the jobqueue command, run the racadm help jobqueue command.

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_021542870002

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_021542870002
---------------------------- JOB -------------------------
[Job ID=JID_021542870002]
Job Name=Configure: RAID.SL.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Sat, 09 Dec 2023 14:38:07]
Actual Completion Time=[Sat, 09 Dec 2023 14:39:26]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Configure PERC using Server Configuration Profile

Enable security on PERC

This SCP file displays only the SEKM configuration changes required to enable security on PERC:

<Component FQDD="RAID.SL.1-1">
<Attribute Name="EncryptionMode">Secure Enterprise Key Manager</Attribute>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”

Disable security on PERC

This SCP file displays only the SEKM configuration changes required to disable security on PERC:

<Component FQDD="RAID.SL.1-1">
<Attribute Name="EncryptionMode">None</Attribute>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”
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Host Bus Adapter

Topics:

• Overview
• Configure HBA using the iDRAC UI
• Configure HBA using Redfish
• Configure HBA using RACADM
• Configure HBA using Server Configuration Profile

Overview
SEKM for HBA only supports SEDs that adhere to the TCG Enterprise Protocol. Below is an example of how to verify support 
using the Redfish interface.

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/{controller ID}/Drives/

{disk ID}/Oem/Dell/DellDrives/{disk ID}?$select=EncryptionProtocol
Auth: Basic
Expected value: "EncryptionProtocol": "TCGEnterpriseSSC"

For more information about HBA features, see the HBA User Guide.

Configure HBA using the iDRAC UI
NOTE: An Identity Module is required for SEKM HBA 355i support on VxRail platforms. This can be uploaded through the 

manual update page (Maintenance > System Update).

1. Start iDRAC using any supported browser.
2. On the iDRAC UI, click Dashboard > Storage > Overview > Controllers.
3. Go to the HBA controller and open the Actions drop-down menu. Go to Edit, then Security. Here, you can choose to 

either Enable or Disable security.
4. Click Add to Pending.
5. Select At Next Reboot, then restart the server if necessary.

NOTE: HBA 12 and later generations support the Apply Now option for changes to the controller security state.

6. Go to the Job Queue page and ensure that this job ID is marked "Completed."
7. On the iDRAC UI, click Dashboard > Storage > Overview > Controllers to view your storage controller security 

properties:

Figure 69. Security attributes
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NOTE: Security properties above are applicable to HBA 465i when security is enabled on the controller. See Supported 

storage devices to see all supported properties.

If the request to disable controller security fails, ensure that you reset the controller to remove any VDs. Then, perform PSID 
revert or cryptographic erase depending on the state of the supported drives behind HBA.

For more information about PSID revert and cryptographic erase, see PSID revert and Cryptographic erase.

NOTE: The ConvertToRAID OEM action is required before you can erase supported drives behind HBA 465i from all 

supported interfaces.

NOTE: The ConvertToNonRAID OEM action is required before you can secure supported drives behind HBA 465i from all 

supported interfaces.

Configure HBA using Redfish

Enable security on HBA

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity
Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD":"NonRAID.SL.8-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

ConvertToNonRAID on supported SED behind HBA 12

Expected status 
code:

202 Accepted

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.ConvertToNonRAID
Header: content-type application/json
Auth: Basic
Body: {

  "PDArray": [
    "Disk.Bay.2:Enclosure.Internal.0-1:NonRAID.SL.8-1",
    "Disk.Bay.3:Enclosure.Internal.0-1:NonRAID.SL.8-1"
  ]
}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.”

Enable security on SED behind HBA

Command: POST
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URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/
DellRaidService.EnableSecurity

Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD":" Disk.Bay.7:Enclosure.Internal.0-1:NonRAID.SL.8-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Verify Security Status on HBA

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/NonRAID.SL.8-1
Auth: Basic
Body: {"EncryptionMode": "Enabled"}

Verify Encryption Status on SED behind HBA

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/NonRAID.SL.8-1/Drives/

Disk.Bay.7:Enclosure.Internal.0-1:NonRAID.SL.8-1
Auth: Basic
Body: {"EncryptionStatus": "Unlocked"}

Disable security on HBA

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.DisableSecurity
Header: content-type application/json
Auth: Basic
Body: {"ControllerFQDD":"NonRAID.SL.8-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.”

ConvertToRAID on supported SED behind HBA 12

Expected status 
code:

202 Accepted

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.ConvertToRAID
Header: content-type application/json
Auth: Basic
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Body: {
  "PDArray": [
    "Disk.Bay.2:Enclosure.Internal.0-1:NonRAID.SL.8-1"
  ]
}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.”

Configure HBA using RACADM

NOTE: HBA 12 and later generations support the real time option for changes to the controller security state.

Enable security on HBA

Run the following command to enable security on HBA:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage 
security:NonRAID.SL.8-1 -enable

RAC1040: The storage configuration operation has been successfully accepted.

● To apply the configuration operation, create a configuration job, and then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

● For more information about the jobqueue command, enter the RACADM command racadm help jobqueue.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue create 
NonRAID.SL.8-1 -r pwrcycle -s TIME_NOW

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: NonRAID.SL.8-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: NonRAID.SL.8-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------
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Enable security on SED behind HBA

Run the following command to enable security on SED behind HBA:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage 
encryptpd:Disk.Bay.0:Enclosure.Internal.0-1:NonRAID.SL.8-1

STOR094: The storage configuration operation has been successfully completed, and the change is in a pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

● For more information about the jobqueue command, run the racadm help jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue create 
NonRAID.SL.8-1 --realtime -s TIME_NOW

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_384841257680
---------------------------- JOB -------------------------
[Job ID=JID_384841257680]
Job Name=Configure: NonRAID.SL.8-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 16:28:46]
Actual Completion Time=[Thu, 02 Dec 2021 16:30:27]
Message=[PR19: Job completed successfully.]
----------------------------------------------------------

Verify Security Status on HBA

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage get controllers -o 
-p securitystatus
NonRAID.SL.8-1
SecurityStatus                   = Enabled

Verify Encryption Status on SED behind HBA

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage get pdisks -o -p 
securitystatus
Disk.Bay.0:Enclosure.Internal.0-1:NonRAID.SL.8-1
   SecurityStatus                   = Secured

Disable security on HBA

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage 
security:NonRAID.SL.8-1 -disable

RAC1040: The storage configuration operation has been successfully accepted.

● To apply the configuration operation, create a configuration job, then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.
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● For more information about the jobqueue command, enter the RACADM command racadm help jobqueue.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue create 
NonRAID.SL.8-1 -r pwrcycle -s TIME_NOW

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: NonRAID.SL.8-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: NonRAID.SL.8-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Configure HBA using Server Configuration Profile

Enable security on HBA

This SCP file only displays the SEKM configuration changes required to enable security on HBA:

<Component FQDD="NonRAID.SL.8-1">
    <Attribute Name="EncryptionMode">Enabled</Attribute>
    <Component FQDD="Disk.Bay.0:Enclosure.Internal.0-1:NonRAID.SL.8-1">
        <Attribute Name="LockStatus">Secured</Attribute>
    </Component>
    <Component FQDD="Disk.Bay.1:Enclosure.Internal.0-1:NonRAID.SL.8-1">
        <Attribute Name="LockStatus">Secured</Attribute>
    </Component>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”

Disable security on HBA

This SCP file displays only the SEKM configuration changes required to disable security on HBA:

<Component FQDD="NonRAID.SL.8-1">
    <Attribute Name="EncryptionMode">Disabled</Attribute>
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    <Component FQDD="Disk.Bay.0:Enclosure.Internal.0-1:NonRAID.SL.8-1">
        <Attribute Name="LockStatus">Encryption Capable</Attribute>
<Attribute Name="Cryptographic Erase">True</Attribute>
    </Component>
    <Component FQDD="Disk.Bay.1:Enclosure.Internal.0-1:NonRAID.SL.8-1">
        <Attribute Name="LockStatus">Encryption Capable</Attribute>
<Attribute Name="Cryptographic Erase">True</Attribute>
    </Component>
</Component>
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CPU Attached NVMe SEDs

Topics:

• Configure CPU attached NVMe SED using iDRAC UI
• Configure CPU attached NVMe SED using Redfish
• Configure CPU attached NVMe SED using RACADM
• Configure CPU attached NVMe SED using Server Configuration Profile

Configure CPU attached NVMe SED using iDRAC UI
1. Start iDRAC using any supported browser.
2. On the iDRAC UI, click Dashboard > iDRAC Settings > Services > iDRAC Key Management.
3. Select the Auto Secure option.

Figure 70. iDRAC Auto Secure

NOTE: If Auto Secure is enabled while enabling SEKM on iDRAC, then iDRAC tries to secure NVMe SEDs in a single job. 

This job completes with errors when non-SEDs are present in the system. This is to ensure that users are warned and 

aware of nonsecured drives in the system.

4. View the security status of supported drives by clicking Dashboard > Storage > Overview > Physical Disks on the iDRAC 
UI.

Figure 71. Physical Disks

NOTE: The Secure Drive option is also available in the Actions drop-down menu.

5. Select Secure Drive and click Apply Now to secure the drive in real-time without restarting the server.
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Figure 72. Secure drive option

NOTE: To disable security on a supported SED, you must perform the PSID revert or cryptographic erase operation 

based on the state of the drive.

For more information about PSID revert and cryptographic erase, see PSID revert and Cryptographic erase.

Configure CPU attached NVMe SED using Redfish

Enable security on CPU attached NVMe SED

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity
Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD":" Disk.Bay.12:Enclosure.Internal.0-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.”

Verify Encryption Status on CPU attached NVMe SED

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/CPU.1/Drives/

Disk.Bay.12:Enclosure.Internal.0-2?$select=EncryptionStatus
Auth: Basic
Body: "EncryptionStatus": "Unlocked"

Configure CPU attached NVMe SED using RACADM

Enable security on CPU attached NVMe SED

Run the following command to enable security on CPU attached NVMe SED:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
encryptpd:Disk.Bay.15:Enclosure.Internal.0-1 

STOR094: The storage configuration operation is successfully completed, and the change is in a pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.
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● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

● For more information about the jobqueue command, run the racadm help jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
Disk.Bay.15:Enclosure.Internal.0- 1 --realtime -s TIME_NOW 

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384841257680

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920 
---------------------------- JOB ------------------------- 
[Job ID=JID_384818826920] 
Job Name=Configure: Disk.Bay.15:Enclosure.Internal.0-1 
Status=Completed 
Scheduled Start Time=[Now] 
Expiration Time=[Not Applicable] 
Actual Start Time=[Thu, 02 Dec 2021 15:57:50] 
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17] 
Message=[PR19: Job completed successfully.] 
Percent Complete=[100] 
----------------------------------------------------------

Verify Security Status on CPU attached NVMe SED

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage get pdisks -o -p 
securitystatus 
Disk.Bay.15:Enclosure.Internal.0-1 
SecurityStatus = Secured

Configure CPU attached NVMe SED using Server 
Configuration Profile

Enable security on CPU attached NVMe SED

This SCP file displays only the SEKM configuration changes required to enable security on supported NVMe SED:

Component FQDD="Disk.Bay.18:Enclosure.Internal.0-2">
    <Attribute Name="LockStatus">Secured</Attribute>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”
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Boot Optimized Storage Solution
For more information about Boot Optimized Storage Solution (BOSS-N1) features, see the BOSS-N1 User’s Guide.

NOTE: Supported M.2 SEDs behind BOSS-N1 is automatically secured when security is enabled on BOSS-N1, regardless of 

the iDRAC Auto Secure setting.

NOTE: To disable BOSS-N1 security, stack cryptographic erase and disable security on the controller into a single job.

Related information

Crypto-Erase All Drives in a Single Operation

Topics:

• Configure BOSS-N1 using the iDRAC UI
• Configure BOSS-N1 using Redfish
• Configure BOSS-N1 using RACADM
• Configure BOSS-N1 using Server Configuration Profile

Configure BOSS-N1 using the iDRAC UI
1. Start iDRAC using any supported browser.
2. On the iDRAC UI, click Dashboard > Storage > Overview > Controllers.
3. From the Actions drop-down menu of the BOSS-N1 controller, select Edit > Security > Enable Security.

Figure 73. BOSS-N1 security

4. Click Add to Pending.
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5. Select At Next Reboot. A message is displayed, indicating that the job ID is created.
6. Go to the Job Queue page and ensure that this job ID is marked “Scheduled.”
7. Restart the server to run the configuration job.

Figure 74. Job information

8. Go to the Job Queue to view the scheduled job.
9. 9. After restarting the server, the configuration job runs in the Automated Task Application to enable SEKM security on 

BOSS. The server is then automatically restarted.
10. 10. After the POST or Collecting Inventory operation completes, ensure that the job ID has been marked “Completed” on the 

Job Queue page.

Figure 75. Job queue

11. On the iDRAC UI, click Dashboard > Storage > Overview > Controllers.
12. Expand your storage controller and ensure the following:

Figure 76. Security properties

13. To disable security on BOSS-N1, select the "Disabled" option from the Actions drop-down menu, then select Add to 
Pending and At Next Reboot.
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NOTE: If the request to disable controller security fails, ensure that you delete any volumes and perform PSID revert or 

cryptographic erase depending on the state of the drives.

For more information about PSID revert and cryptographic erase, see PSID revert and Cryptographic erase.

Configure BOSS-N1 using Redfish

Enable security on BOSS-N1

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity
Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD":"BOSS.SL.12-1"}

NOTE: The request body allows you to specify when the operation completes. @Redfish.OperationApplyTime 
supports OnReset and Immediate values. OnReset does not run the job until the server is rebooted. Immediate 
performs a graceful OS shutdown with power cycle once the reboot job timeout completes. Examples are shown below.

Enable security on BOSS-N1 (OnReset)

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity
Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD": "BOSS.SL.12-1", "@Redfish.OperationApplyTime": "OnReset"}

Enable security on BOSS-N1 (Immediate)

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity
Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD": "BOSS.SL.12-1", "@Redfish.OperationApplyTime": 

"Immediate"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Verify Security Status on BOSS-N1

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/BOSS.SL.12-1
Auth: Basic
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Expected attributes 
if iLKM security is 
enabled on BOSS-
N1:

"SecurityStatus": "Enabled"

Verify Security Status on SED behind BOSS-N1

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/BOSS.SL.12-1/Drives/

Disk.Direct.0-0:BOSS.SL.12-1?$select=EncryptionStatus
Auth: Basic
Expected attributes 
if iLKM security 
is enabled on SED 
behind BOSS-N1:

"EncryptionStatus": "Unlocked"

Disable security on BOSS-N1

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.DisableSecurity
Header: content-type application/json
Auth: Basic
Body: {"ControllerFQDD":"BOSS.SL.12-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Configure BOSS-N1 using RACADM

Enable security on BOSS-N1

Run the following command to enable security on BOSS-N1:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
security:BOSS.SL.12-1 -enable

RAC1040: The storage configuration operation has been successfully accepted.

● To apply the configuration operation, create a configuration job, and then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
BOSS.SL.12-1 -r pwrcycle -s TIME_NOW

NOTE: A staged job must be scheduled for this operation. A host reboot is required for the security mode change to occur.

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
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---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: BOSS.SL.12-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: BOSS.SL.12-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Verify Security Status on BOSS-N1

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage get controllers -o 
-p securitystatus
BOSS.SL.12-1
SecurityStatus                   = Enabled

Verify Security Status on SED behind BOSS-N1

C:\>racadm -r 192.168.0.120  -u root -p P@ssw0rd --nocertwarn storage get pdisks -o -p 
securitystatus
Disk.Direct.0-0:BOSS.SL.12-1
SecurityStatus                       = Secured
Disk.Direct.1-1:BOSS.SL.12-1
SecurityStatus                       = Secured

Disable security on BOSS-N1

NOTE: To disable security, stack cryptographic erase and disable security on the controller into a single job. An example 

using RACADM is shown below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Direct.1-1:BOSS.SL.14-1

STOR094: The storage configuration operation is successfully completed and the change is in pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Direct.0-0:BOSS.SL.14-1

STOR094: The storage configuration operation is successfully completed and the change is in pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.
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● To create the necessary real-time and restart jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
security:BOSS.SL.14-1 -disable

RAC1040: Successfully accepted the storage configuration operation.

● To apply the configuration operation, create a configuration job, and then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
BOSS.SL.14-1 -r pwrcycle -s TIME_NOW

RAC1024: Successfully scheduled a job.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_436090034200
Reboot JID: RID_436090035531

NOTE: A staged job must be scheduled for this operation. A host reboot is necessary for the security mode change to 

occur.

An example showing RACADM command to disable security on BOSS-N1 as a standalone operation from RACADM is shown 
below.

Run the following command to disable security on BOSS-N1:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
security:BOSS.SL.12-1 -disable

RAC1040: The storage configuration operation has been successfully accepted.

● To apply the configuration operation, create a configuration job, and then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
BOSS.SL.12-1 -r pwrcycle -s TIME_NOW

NOTE: A staged job must be scheduled for this operation. A host reboot is required for the security mode change to occur.

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: BOSS.SL.12-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: BOSS.SL.12-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
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Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Configure BOSS-N1 using Server Configuration 
Profile

Enable security on BOSS-N1

This SCP file displays only the SEKM configuration changes required to enable security on BOSS-N1:

<Component FQDD="BOSS.SL.12-1">
    <Attribute Name="SecurityStatus">Enabled</Attribute>
    <Component FQDD="Disk.Direct.0-0:BOSS.SL.12-1">
        <Attribute Name="LockStatus">Secured</Attribute>
    </Component>
    <Component FQDD="Disk.Direct.1-1:BOSS.SL.12-1">
        <Attribute Name="LockStatus">Secured</Attribute>
    </Component>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”

Disable security on BOSS-N1

This SCP file displays only the SEKM configuration changes required to disable security on BOSS-N1:

<Component FQDD="BOSS.SL.12-1">
    <Attribute Name="SecurityStatus">Disabled</Attribute>
    <Component FQDD="Disk.Direct.0-0:BOSS.SL.12-1">
        <Attribute Name="LockStatus">Encryption Capable</Attribute>
<Attribute Name="Cryptographic Erase">True</Attribute>
    </Component>
    <Component FQDD="Disk.Direct.1-1:BOSS.SL.12-1">
        <Attribute Name="LockStatus">Encryption Capable</Attribute>
<Attribute Name="Cryptographic Erase">True</Attribute>
    </Component>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”
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RAID on RISER
NOTE: Supported M.2 SEDs associated with RAID on RISER (ROR-N1) are automatically secured when security is enabled 

on ROR-N1, regardless of the iDRAC Auto Secure setting.

NOTE: To disable ROR-N1 security, stack cryptographic erase and disable security on the controller into a single job.

Topics:

• Configure ROR-N1 using the iDRAC UI
• Configure ROR-N1 using Redfish
• Configure ROR-N1 using RACADM
• Configure ROR-N1 using Server Configuration Profile

Configure ROR-N1 using the iDRAC UI
1. Start iDRAC using any supported browser.
2. Go to the iDRAC Dashboard > Storage > Overview > Controllers.
3. From the Actions drop-down menu of the ROR-N1 controller, select Edit > Security > Enable Security.

Figure 77. ROR-N1 security

4. Click Add to Pending.
5. Select At Next Reboot. A message displays, indicating that the job ID is created.
6. Go to the Job Queue page and ensure that this job ID is marked "Scheduled."
7. Restart the server to run the configuration job.

15
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Figure 78. Job information

8. After restarting the server, the configuration job runs in the Automated Task Application to enable SEKM security on 
ROR-N1. The server will automatically restart.

9. After the POST or Collecting Inventory operation completes, ensure that the job ID has been marked “Completed” on the 
Job Queue page.

Figure 79. Job queue

10. On the iDRAC UI, click Dashboard > Storage > Overview > Controllers.
11. Expand your storage controller and ensure the following:

Figure 80. Security properties

NOTE: If the request to disable controller security fails, ensure you delete any volumes and PSID revert or cryptographic 

erase depending on the state of the drives.

For more information about PSID revert and cryptographic erase, see PSID revert and Cryptographic erase.
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Configure ROR-N1 using Redfish

Enable security on ROR-N1

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity
Header: content-type application/json
Auth: Basic
Body: {"TargetFQDD":"ROR.Integrated.1-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Verify Security Status on ROR-N1

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/ROR.Integrated.1-1
Auth: Basic
Expected attributes 
if iLKM security is 
enabled on ROR-N1:

"SecurityStatus": "Enabled"

Verify Encryption Status on SED behind ROR-N1

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/ROR.Integrated.1-1
Auth: Basic
Expected attributes 
if iLKM security 
is enabled on SED 
behind ROR-N1:

"EncryptionStatus": "Unlocked"

Disable security on ROR-N1

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.DisableSecurity
Header: content-type application/json
Auth: Basic
Body: {"ControllerFQDD":"ROR.Integrated.1-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.
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Configure ROR-N1 using RACADM

Enable security on ROR-N1

Run the following command to enable security on ROR-N1:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
security:ROR.Integrated.1-1 -enable

RAC1040: The storage configuration operation has been successfully accepted.

● To apply the configuration operation, create a configuration job, then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
ROR.Integrated.1-1 -r pwrcycle -s TIME_NOW

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:ROR.Integrated.1-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:ROR.Integrated.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Verify Security Status on ROR-N1

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage get controllers -o 
-p securitystatus
ROR.Integrated.1-1
SecurityStatus                   = Enabled
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Verify Security Status on SED behind ROR-N1

C:\>racadm -r 192.168.0.120  -u root -p P@ssw0rd --nocertwarn storage get pdisks -o -p 
securitystatus
Disk.Direct.0-0:ROR.Integrated.1-1
SecurityStatus                       = Secured
Disk.Direct.1-1:ROR.Integrated.1-1
SecurityStatus                       = Secured

Disable security on ROR-N1

NOTE: To disable security, stack cryptographic erase and disable security on the controller into a single job. An example 

using RACADM is shown below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Direct.0-0:ROR.Integrated.1-1

STOR094: The storage configuration operation is successfully completed and the change is in pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Direct.1-1:ROR.Integrated.1-1

STOR094: The storage configuration operation is successfully completed and the change is in pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
security:ROR.Integrated.1-1 -disable

RAC1040: Successfully accepted the storage configuration operation.

● To apply the configuation operation, create a configuration job, and then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
ROR.Integrated.1-1 -r pwrcycle -s TIME_NOW

RAC1024: Successfully scheduled a job.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_436090034200
Reboot JID: RID_436090035531

NOTE: A staged job must be scheduled for this operation. A host reboot is necessary for the security mode change to 

occur.

An example showing RACADM command to disable security on ROR-N1 as a standalone operation from RACADM is shown 
below.

Run the following command to disable security on ROR-N1:

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
security:ROR.Integrated.1-1 -disable

RAC1040: The storage configuration operation has been successfully accepted.

● To apply the configuration operation, create a configuration job, then restart the server.
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● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
ROR.Integrated.1-1 -r pwrcycle -s TIME_NOW

NOTE: A staged job must be scheduled for this operation. A host reboot is required for the security mode change to occur.

RAC1024: Successfully scheduled a job.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:ROR.Integrated.1-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:ROR.Integrated.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]

Configure ROR-N1 using Server Configuration Profile

Enable security on ROR-N1

This SCP file displays only the SEKM configuration changes required to enable security on ROR-N1:

<Component FQDD="ROR.Integrated.1-1">
    <Attribute Name="SecurityStatus">Enabled</Attribute>
    <Component FQDD="Disk.Direct.0-0:ROR.Integrated.1-1">
        <Attribute Name="LockStatus">Secured</Attribute>
    </Component>
    <Component FQDD="Disk.Direct.1-1:ROR.Integrated.1-1">
        <Attribute Name="LockStatus">Secured</Attribute>
    </Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked "Completed."
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Disable security on ROR-N1

This SCP file displays only the SEKM configuration changes required to disable security on ROR-N1.

<Component FQDD="ROR.Integrated.1-1">
    <Attribute Name="SecurityStatus">Disabled</Attribute>
    <Component FQDD="Disk.Direct.0-0:ROR.Integrated.1-1">
        <Attribute Name="LockStatus">Encryption Capable</Attribute>
<Attribute Name="Cryptographic Erase">True</Attribute>
    </Component>
    <Component FQDD="Disk.Direct.1-1:ROR.Integrated.1-1">
        <Attribute Name="LockStatus">Encryption Capable</Attribute>
<Attribute Name="Cryptographic Erase">True</Attribute>
    </Component>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked "Completed."
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Software Defined Persistent Memory
NOTE: A personality module is required to enable SDPM. This module can be applied to iDRAC by going to Maintenance > 

System Update.

NOTE: The SEKM.1.VossSdpmReducedRebootSupport attribute is available from supported interfaces and is read-only. 

If this value reports "Supported," security can be disabled on SDPM configurations with reduced server reboots.

Topics:

• Configure SDPM using the iDRAC UI
• Configure SDPM using Redfish
• Configure SDPM using RACADM
• Configure SDPM using Server Configuration Profile

Configure SDPM using the iDRAC UI
1. Start iDRAC using any supported browser.
2. On the iDRAC UI, click Dashboard > Configuration > BIOS Settings > Memory Settings > Persistent Memory.
3. To enable SDPM, select any nonzero value from the SDPM Default Memory Size dropdown list, then click Apply. This 

value is listed under Pending Value. Values vary based on system configuration. To disable SDPM, select 0GB.
4. Enable Sanitize All NVDIMMs, then click Apply. This value is listed under Pending Value.

NOTE: You must manually enable the Sanitize operation. SDPM will be initialized to the selected size after the 

Sanitize All NVDIMMs operation.

NOTE: SDPM Current Size is read-only from all supported interfaces.

NOTE: When iDRAC is in SEKM mode with SDPM enabled, VOSS drives are automatically secured regardless of the 

Auto Secure setting on iDRAC. VOSS drives can still be manually secured without a server reboot, but only from Redfish 

or RACADM interfaces.

16
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Figure 81. Persistent memory

5. Select Apply and Reboot on the Bios Settings page.

Figure 82. BIOS settings

6. Go to the Job Queue to view the scheduled job.
7. After the server is restarted, the BIOS configuration job is run in the Automated Task Application mode to apply the 

selected settings. The server automatically restarts.
8. After the POST or Collecting Inventory operation completes, ensure that the job ID has been marked “Completed” on the 

Job Queue page.

Figure 83. Job queue

9. On the iDRAC UI, click Dashboard > Storage > Overview > Physical Disks.
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10. Verify the security status for VOSS drives.

Figure 84. Security status

NOTE: An additional server power-cycle operation may be required to secure VOSS drives.

NOTE: To disable security on a supported VOSS SED, you must perform a PSID revert or cryptographic erase operation 

depending on the state of the drive.

For more information about PSID revert and cryptographic erase, see PSID revert and Cryptographic erase.

Configure SDPM using Redfish

Enable SDPM

NOTE: This step can be skipped if the SDPM Current Size already reports a nonzero value.

Command: PATCH
URI: /redfish/v1/Systems/System.Embedded.1/Bios/Settings
Header: content-type application/json
Auth: Basic
Body: {"@Redfish.SettingsApplyTime": {"ApplyTime": "OnReset"},

"Attributes": {"SdpmDefaultSize": "SdpmMem32", 
"NvdimmFactoryDefault": "NvdimmFactoryDefaultEnable"}}

NOTE: Supported values for SdpmDefaultSize vary based on system configuration.

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Enable security on VOSS SED

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableSecurity

104 Software Defined Persistent Memory



Header: content-type application/json
Body: {"TargetFQDD":"VOSS.SL.11-2"}

NOTE: This job runs in real-time without a server reboot. In the Headers output, the Location property returns a job ID URI. 

Run GET on this URI to monitor the job status until it is marked “Completed.”

Verify SDPM current size

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Bios?$select=Attributes/

SdpmCurrentSize
Header: content-type application/json
Auth: Basic

Verify attribute SdpmCurrentSize

Verify Encryption Status on VOSS SED

Command: GET
URI: /redfish/v1/Systems/System.Embedded.1/Storage/VOSS.SL.11-C/Drives/

VOSS.SL.11-2?$select=EncryptionStatus
Auth: Basic
Expected attributes 
if iLKM security is 
enabled on VOSS 
SED:

"EncryptionStatus": "Unlocked"

Disable SDPM

NOTE: This step can be skipped if the SDPM Current Size already reports zero.

Command: PATCH
URI: /redfish/v1/Systems/System.Embedded.1/Bios/Settings
Header: content-type application/json
Auth: Basic
Body: {"@Redfish.SettingsApplyTime": {"ApplyTime": "OnReset"},

"Attributes": {"SdpmDefaultSize": "SdpmMem0", "NvdimmFactoryDefault": 
"NvdimmFactoryDefaultEnable"}}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.
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Configure SDPM using RACADM

Enable SDPM

NOTE: This step can be skipped if the SDPM Current Size already reports a nonzero value.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn set 
BIOS.SdpmSetting.SdpmDefaultSize SdpmMem32

RAC1017: The object value has been successfully modified, and the change is in a pending state.

● To apply a modified value, create a configuration job and reboot the system.
● To create the commit and reboot jobs, use the jobqueue command.

● For more information about the jobqueue command, see RACADM help.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn set 
BIOS.PersistentMemorySetting.NvdimmFactoryDefault NvdimmFactoryDefaultEnable
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd –nocertwarn jobqueue create 
BIOS.Setup.1-1 -r pwrcycle -s TIME_NOW

NOTE: A staged job must be scheduled for this operation. A host reboot is required to set the SDPM current size.

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:BIOS.Setup.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]

Enable security on VOSS SED

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
encryptpd:VOSS.SL.11-0

NOTE: This operation supports real-time jobs. A host reboot is not required.

STOR094: The storage configuration operation is successfully completed, and the change is in pending state.

● To apply the configuration operation immediately, create a configuration job using the --realtime option.

● To apply the configuration after restarting the server, create a configuration job using the -r option.

● To create the necessary real-time and restart jobs, run the jobqueue command.

● For more information about the jobqueue command, run the racadm help jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
VOSS.SL.11-0 --realtime -s TIME_NOW
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RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384841257680

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: VOSS.SL.11-0
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: VOSS.SL.11-0
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Verify SDPM current size

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn get Bios.SdpmSetting
[Key=BIOS.Setup.1-1#SdpmSetting]
#SdpmBbu1Pres=Present
#SdpmBbu2Pres=Present
#SdpmCurrentSize=SdpmMem0
SdpmDefaultSize=SdpmMem0
#SdpmVaultDrivePath0=536870912
#SdpmVaultDrivePath1=553648128
#SdpmVaultDrivePath2=570425344

Verify Security Status on VOSS SED

C:\>racadm -r 192.168.0.120  -u root -p P@ssw0rd --nocertwarn storage get pdisks -o -p 
securitystatus
VOSS.SL.11-0
SecurityStatus                       = Secured
VOSS.SL.11-1
SecurityStatus                       = Secured

Disable SDPM

NOTE: This step can be skipped if the SDPM Current Size already reports zero.

RAC1017: The object value has been successfully modified, and the change is in a pending state.

● To apply a modified value, create a configuration job and reboot the system.
● To create the commit and reboot jobs, use the jobqueue command.
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● For more information about the jobqueue command, see RACADM help.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn set 
BIOS.PersistentMemorySetting.NvdimmFactoryDefault NvdimmFactoryDefaultEnable
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd –nocertwarn jobqueue create 
BIOS.Setup.1-1 -r pwrcycle -s TIME_NOW

NOTE: A staged job must be scheduled for this operation. A host reboot is required to set the SDPM current size.

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:BIOS.Setup.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Configure SDPM using Server Configuration Profile

Enable SDPM

This SCP file displays only the configuration changes required to enable SDPM:

<Component FQDD="BIOS.Setup.1-1">
<Attribute Name="NvdimmFactoryDefault">NvdimmFactoryDefaultEnable</Attribute>
<Attribute Name="SdpmDefaultSize">SdpmMem32</Attribute>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”

Disable SDPM

This SCP file displays only the configuration changes required to disable SDPM:

<Component FQDD="BIOS.Setup.1-1">
<Attribute Name="NvdimmFactoryDefault">NvdimmFactoryDefaultDisable</Attribute>
<Attribute Name="SdpmDefaultSize">SdpmMem32</Attribute>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”
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Cryptographic Erase

Topics:

• Overview
• Cryptographic Erase using the iDRAC UI
• Cryptographic Erase using Redfish
• Cryptographic Erase using RACADM
• Cryptographic Erase using Server Configuration Profile

Overview
Cryptographic erase permanently deletes data on encryption-capable drives and resets security attributes. It works with CPU-
attached NVMe and SEDs linked to PERC, HBA, BOSS-N1, ROR-N1, and M.2 SEDs in the SDPM solution. For more on Instant 
Scramble Erase (ISE), see Instant Scramble Erase.

NOTE: If Auto Secure is enabled, CPU-attached NVMe SEDs secure again on the next boot. Disable Auto Secure before 

erasing a SED. This does not apply to drives behind BOSS-N1, ROR-N1, or SDPM solution. If security is enabled on the 

controller, drives behind BOSS-N1 and ROR-N1 will always auto-secure.

NOTE: For cryptographic erase to work, the drive cannot be in a RAID volume. If using PERC, BOSS-N1, or ROR-N1, delete 

the volume first.

NOTE: Schedule a staged job for secured CPU-attached NVMe and SEDs behind BOSS-N1 and ROR-N1.

Cryptographic Erase using the iDRAC UI
1. Start iDRAC using any supported browser.
2. On the iDRAC UI, click Dashboard > Storage > Physical Disks.
3. From the Actions drop-down menu of the supported drive, select the Cryptographic Erase option.

Figure 85. Physical disk options

4. Select At Next Reboot and click Apply.

Figure 86. Apply Operation Mode

5. Go to the Job Queue to view the scheduled job.
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6. Restart the server to run the configuration job.
7. After restarting the server, the configuration job runs in the Automated Task Application mode to perform cryptographic 

erase on the selected drive.
8. After the POST or Collecting Inventory operation completes, ensure that the job ID has been marked "Completed" on the 

Job Queue page.

Cryptographic Erase using Redfish

NOTE: Specify your supported SED FQDD in the URI below.

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Storage/CPU.1/Drives/

Disk.Bay.12:Enclosure.Internal.0-1/Actions/Drive.SecureErase
Header: content-type application/json
Auth: Basic
Body: {}

NOTE: You must pass in an empty body.

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

Cryptographic Erase using RACADM
Specify your supported SED FQDD in the commands below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Bay.12:Enclosure.Internal.0-1
RAC1040 : Successfully accepted the storage configuration operation.

● To apply the configuration operation, create a configuration job, and then restart the server.
● To create the required commit and reboot jobs, run the jobqueue command.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
Disk.Bay.12:Enclosure.Internal.0-1 -r pwrcycle -s TIME_NOW

RAC1024: A job has been successfully scheduled.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure:Disk.Bay.12:Enclosure.Internal.0-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
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Job Name=Configure:Disk.Bay.12:Enclosure.Internal.0-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

NOTE: The example above is performing cryptographic erase on a CPU attached NVMe SED. If you are performing 

cryptographic erase on a drive behind a storage controller, you must pass in the supported drive FQDD to the cryptographic 

erase command, then pass in the storage controller FQDD to create a job.

An example of a supported SED behind BOSS-N1 is shown below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Direct.1-1:BOSS.SL.12-1

RAC1040: Successfully accepted the storage configuration operation.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
BOSS.SL.12-1 -r pwrcycle -s TIME_NOW

RAC1024: Successfully scheduled a job.

● Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_384818826920
Reboot JID: RID_384818827401

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: BOSS.SL.12-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue view -i 
JID_384818826920
---------------------------- JOB -------------------------
[Job ID=JID_384818826920]
Job Name=Configure: BOSS.SL.12-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 15:57:50]
Actual Completion Time=[Thu, 02 Dec 2021 16:02:17]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------

Cryptographic Erase using Server Configuration 
Profile
This SCP file displays only the SEKM configuration changes required to erase supported drives:

NOTE: For CPU attached NVMe and VOSS SEDs, set PCIeSSDsecureErase to “True.”
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NOTE: For SEDs behind PERC, BOSS-N1, and ROR-N1, set Cryptographic Erase to “True.”

Component FQDD="Disk.Bay.18:Enclosure.Internal.0-2">
    <Attribute Name="PCIeSSDsecureErase">True</Attribute>
</Component>
<Component FQDD="Disk.Direct.0-0:BOSS.SL.12-1">
        <Attribute Name="Cryptographic Erase">True</Attribute>
</Component>
<Component FQDD="VOSS.SL.11-0">
    <Attribute Name="PCIeSSDsecureErase">True</Attribute>
</Component>
<Component FQDD="Disk.Direct.0-0:ROR.Integrated.1-1">
        <Attribute Name="Cryptographic Erase">True</Attribute>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked "Completed."
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PSID Revert

Topics:

• Overview
• PSID revert using the iDRAC UI
• PSID revert using Redfish
• PSID revert using RACADM
• PSID revert using Server Configuration Profile

Overview
Use PSID revert when iDRAC cannot unlock a drive that is secured by an authentication key. This feature permanently erases all 
user data, making the drive available for resecuring. To access data, unlock the drive on the original system.

This feature works on CPU-attached NVMe and SEDs behind HBA, BOSS-N1, ROR-N1, and SDPM. For PERC-attached SEDs, 
use the legacy cryptographic erase instead of PSID revert.

Users can select an individual SED and perform a PSID revert operation by using the methods below.

NOTE: The PSID is printed on the physical label of the drive and is not displayed in iDRAC drive inventory.

NOTE: This operation can be performed in real-time without a server reboot.

PSID revert using the iDRAC UI
1. Start iDRAC using any supported browser.
2. Go to the iDRAC Dashboard > Storage > Physical Disks.
3. From the Actions dropdown for your supported drive, select the PSID Revert option.

Figure 87. PSID Revert option

4. Select Ok to add the pending operation for the selected disk.
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Figure 88. Apply Operation Mode

5. Select Apply Now, then click Apply to run the operation.
6. Go to the Job Queue to monitor the status of the job and ensure it has been marked "Completed."

PSID revert using Redfish

NOTE: Specify your supported SED FQDD and PSID in the URI below.

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.CryptographicEraseWithPSID
Header: content-type application/json
Auth: Basic
Body: {"DriveFQDD":"Disk.Bay.12:Enclosure.Internal.0-1","PSID":"CGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

PSID revert using RACADM

NOTE: Specify your supported SED FQDD in the commands below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --
nocertwarn storage cryptographicerase:Disk.Bay.12:Enclosure.Internal.0-1 -psid 
CGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0
C:\>racadm -r 192.168.0.120 -u P@ssw0rd -p P@ssw0rd --nocertwarn jobqueue create 
Disk.Bay.12:Enclosure.Internal.0-1 --realtime -s TIME_NOW

NOTE: The example above performs a PSID revert on a CPU attached NVMe SED. If you are performing a PSID revert on a 

drive behind a storage controller, you must pass in the supported drive FQDD to the PSID revert command, and then pass in 

the storage controller FQDD to create a job.

An example of a supported SED behind BOSS-N1 is shown below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn storage 
cryptographicerase:Disk.Direct.1-1:BOSS.SL.12-1 -psid CGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn jobqueue create 
BOSS.SL.12-1 --realtime -s TIME_NOW

PSID revert using Server Configuration Profile
This SCP file displays only the SEKM configuration changes required to PSID revert supported drives:
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NOTE: For CPU attached NVMe and VOSS SEDs, set PCIeSSDsecureErase to “True.”

NOTE: For SEDs behind BOSS-N1 and ROR-N1, set Cryptographic Erase to “True.”

Component FQDD="Disk.Bay.18:Enclosure.Internal.0-2">
    <Attribute Name="PCIeSSDsecureErase">True</Attribute>
<Attribute Name="PSID">CGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0</Attribute>
</Component>
<Component FQDD="Disk.Direct.0-0:BOSS.SL.12-1">
        <Attribute Name="Cryptographic Erase">True</Attribute>
<Attribute Name="PSID">DGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0</Attribute>
</Component>
<Component FQDD="VOSS.SL.11-0">
    <Attribute Name="PCIeSSDsecureErase">True</Attribute>
<Attribute Name="PSID">EGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0</Attribute>
</Component>
<Component FQDD="Disk.Direct.0-0:ROR.Integrated.1-1">
        <Attribute Name="Cryptographic Erase">True</Attribute>
<Attribute Name="PSID">FGRH1NB0TAWKLBQ2366E5R9Z8GK59NX0</Attribute>
</Component>

1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”
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PERC LKM to SEKM Transition

Topics:

• Overview
• PERCM LKM to SEKM transition using the iDRAC UI
• PERC LKM to SEKM transition using Redfish
• PERC LKM to SEKM transition using RACADM
• PERC LKM to SEKM transition using Server Configuration Profile

Overview
The PERC LKM to SEKM migration feature provides PERC LKM users with the ability to transition to SEKM once it is enabled 
on iDRAC. This enhancement ensures a seamless and secure transition process.

A new property, SupportsLKMtoSEKMTransition, has been added. A value of "Yes" indicates that PERC supports the 
transition from LKM to SEKM. SEKM must be enabled on iDRAC before requesting a PERC LKM to SEKM transition. Users 
can request this transition through any iDRAC interface. For security reasons, the PERC LKM passphrase is required when 
requesting the transition.

If using PERC 11 or older, a staged job must be scheduled for this operation. For PERC 12 or newer generations, a real-time job 
can be initiated. Once PERC is in SEKM mode, transitioning back to LKM mode is not allowed. Also, the PERC LKM to SEKM 
transition is not allowed while the system is in lockdown mode.

PERCM LKM to SEKM transition using the iDRAC UI
1. Start iDRAC using any supported browser.
2. Go to the iDRAC Dashboard > Storage > Controllers.
3. Select the Actions dropdown for your supported PERC, then click Edit.
4. Go to Security, then select Secure Enterprise Key Manager from the Security dropdown.
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Figure 89. LKM to SEKM security

5. Click Next.
6. Enter your Security Key Passphrase.
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Figure 90. Security passphrase

7. Click Add to Pending.

Figure 91. Pending Operation

8. Select Apply Now for PERC 12 and newer generations.
9. Select At Next Reboot for PERC 11 and older generations.

NOTE: The Apply Now option is not supported for this operation on PERC 11 and older generations.

NOTE: If the Apply Now option is selected, the job runs in real-time without a server reboot. Once you go to the Job 

Queue, this job should be marked "Running."

10. Ensure that this job has been marked "Completed."
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PERC LKM to SEKM transition using Redfish

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Oem/Dell/DellRaidService/Actions/

DellRaidService.EnableControllerEncryption
Header: content-type application/json
Auth: Basic
Body: {"Key": "Dell123!", "Mode": "LKM_TO_SEKM", "TargetFQDD": "RAID.SL.3-1"}

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.”

PERC LKM to SEKM transition using RACADM

NOTE: Use the same passphrase that was used to enable LKM on PERC.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage 
setencryptionmode:RAID.Integrated.1-1 -mode SEKM -passphrase Dell123!
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage get controllers -o 
-p encryptionmode,keyid,supportslkmtosekmtransition
RAID.Integrated.1-1
   EncryptionMode = Local Key Management
   KeyID = testID
   SupportsLKMtoSEKMTransition  = Yes   
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage 
setencryptionmode:RAID.Integrated.1-1 -mode SEKM -passphrase Test123
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue create 
RAID.Integrated.1-1  -s TIME_NOW –realtime

Verify the job status using the racadm jobqueue view -i JID_xxxxx command.

Commit JID: JID_385106379901

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_385106379901
---------------------------- JOB -------------------------
[Job ID=JID_385106379901]
Job Name=Configure: RAID.Integrated.1-1
Status=Running
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 23:57:05]
Actual Completion Time=[Not Applicable]
Message=[PR20: Job in progress.]
Percent Complete=[1]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn jobqueue view -i 
JID_385106379901
---------------------------- JOB -------------------------
[Job ID=JID_385106379901]
Job Name=Configure: RAID.Integrated.1-1
Status=Completed
Scheduled Start Time=[Now]
Expiration Time=[Not Applicable]
Actual Start Time=[Thu, 02 Dec 2021 23:57:05]
Actual Completion Time=[Fri, 03 Dec 2021 00:01:11]
Message=[PR19: Job completed successfully.]
Percent Complete=[100]
----------------------------------------------------------
C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn storage get controllers -o 
-p encryptionmode,keyid
RAID.Integrated.1-1
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   EncryptionMode         =         Secure Enterprise Key Manager
   KeyID         =      9DC2F2F0D42DDE89AD9FFD5F3B68239195FE32DF2F75BFB73B44BD61B7A01E39

PERC LKM to SEKM transition using Server 
Configuration Profile
This SCP file displays only the SEKM configuration changes required to transition from LKM to SEKM on PERC:

<Component FQDD="RAID.SL.1-1">
<Attribute Name="EncryptionMode">Secure Enterprise Key Manager</Attribute>
<Attribute Name="OldControllerKey">Dell123!</Attribute>
</Component>

1. Run the command to import this SCP file that is on an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”
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iDRAC Initiated KMS Key Purge

Topics:

• Overview
• Configure Key Purge Policy using Redfish
• Configure Key Purge Policy using RACADM
• Configure Key Purge Policy using Server Configuration Profile
• Disable Key Purge on SEKM

Overview
iDRAC purges unused keys at the Key Management Server (KMS) as part of SEKM. When iDRAC rekeys secured storage 
devices on the server, it generates a new key at the KMS each time. This can lead to a buildup of unused keys, especially with 
multiple iDRACs enabled for SEKM.

To manage this, iDRAC offers a policy setting to purge old unused keys at the KMS during a Rekey operation. Users can set the 
iDRAC attribute KMSKeyPurgePolicy to one of the following values:

● Keep All Keys: This is the default setting, where iDRAC leaves all keys on the KMS untouched.
● Keep N and N-1 keys: iDRAC deletes all keys at the KMS except the current (N) and previous key (N-1).

After a Rekey operation, iDRAC verifies the policy, purges keys accordingly, and logs a message to Lifecycle logs to indicate 
success or failure.

Here is an example of a Lifecycle log entry after a Rekey operation with the Purge policy set to "Keep N and N -1 keys":

Table 6. Lifecycle log entry example 

Key Message

SEKM036 The Key Purge operation is successfully completed at the 
KMS. 5 keys are purged.

Configure KMIP to delete keys

Enable this setting on CipherTrust Manager KMS to delete both the key and its metadata when iDRAC requests it. Without this 
setting, the key is deleted, but the key ID remains visible at the KMS.

Figure 92. Configure KMIP

NOTE: This setting is not required on other supported Key Management Servers.
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Purge old keys

After setting the iDRAC key purge policy, iDRAC tags the keys it generates with the server service tag for identification and 
purging. For older keys without a service tag, users can enable the KMSPurgeOldKeys attribute. When enabled, iDRAC deletes 
all old keys without a service tag during a Rekey operation and then resets the attribute to “Disabled.”

WARNING: If users share keys between different iDRACs, or if keys from other iDRACs are in the same KMS 

Domain, all such keys are deleted.

NOTE: Ensure the user that represents your iDRAC on the KMS is not configured as a Key Admin during the 

KMSPurgeOldKeys operation.

Configure Key Purge Policy using Redfish

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {{"SEKM.1.KMSKeyPurgePolicy": "Keep N and N-1 keys", 

"SEKM.1.KMSPurgeOldKeys": "Enable"}}

Configure Key Purge Policy using RACADM

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.SEKM.KMSKeyPurgePolicy "Keep N and N-1 Keys"
[Key=idrac.Embedded.1#SEKM.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn set 
idrac.sekm.kmspurgeoldkeys Enable
[Key=idrac.Embedded.1#SEKM.1]
Object value modified successfully

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd --nocertwarn get 
idrac.sekm.kmspurgeoldkeys
[Key=idrac.Embedded.1#SEKM.1]
KMSPurgeOldKeys=Enable

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn get 
idrac.SEKM.KMSKeyPurgePolicy
KMSKeyPurgePolicy=Keep N and N-1 keys

Configure Key Purge Policy using Server 
Configuration Profile

Enable Key Purge policy

This SCP file displays only the SEKM configuration changes required to configure the Key Purge Policy:

<Component FQDD="iDRAC.Embedded.1">
<Attribute Name="SEKM.1#KMSKeyPurgePolicy">Keep N and N-1 Keys</Attribute>
</Component>
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1. Run the command to import this SCP file from an HTTP share.
2. Confirm that the SCP import job is marked “Completed.”

Disable Key Purge on SEKM
When SEKM is disabled on iDRAC, it can leave unused keys at the KMS when SEKM is disabled. To address this, iDRAC allows 
the deletion of these keys.

The -purgeKMSKeys option has been added to the racadm sekm disable command, enabling users to purge keys at the 
KMS when SEKM is disabled. iDRAC checks this option, purges keys that are tagged with the server service tag, and logs the 
result. To delete old keys without a service tag, enable the KMSPurgeOldKeys attribute.

NOTE: To purge old keys with SEKM already disabled, re-enable SEKM, then disable it using the -purgeKMSKeys option.

NOTE: This setting is not available from the iDRAC UI.

Key Purge on SEKM disabled using RACADM

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sekm disable -purgeKMSKeys

SEKM0213: The SEKM disable operation is successful.
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iDRAC Volatile Key Caching

Topics:

• Overview
• Configure VKC using Redfish
• Configure VKC using RACADM
• VKC guidelines and limitations

Overview
iDRAC Volatile Key Caching (VKC) provides an option for iDRAC to cache the SEKM authentication key in volatile memory. This 
feature is useful in scenarios where iDRAC cannot connect to the external Key Management Server (KMS) to fetch the key. It 
does not require a new license and is available with the existing SEKM license.

Prerequisites

● iDRAC Data Center or Enterprise license
● iDRAC SEKM license
● iDRAC firmware which supports SEKM VKC
● Supported storage devices updated to SEKM supported firmware
● SEKM enabled on iDRAC
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Figure 93. Solution architecture

Enable volatile key caching by setting KeyCachingPolicy on iDRAC. iDRAC fetches the key from the KMS, encrypts it with 
its Hardware Root Key and a random initialization vector, and stores it in volatile memory. This cached key unlocks drives when 
iDRAC cannot connect to the KMS. iDRAC always tries to connect to the KMS first. On host reboot, the cached key unlocks the 
secured devices. The key can unlock, secure, or erase a device but cannot rekey it. When rekeyed, iDRAC gets a new key from 
the KMS and caches it.

KeyCachingPolicy is available under the SEKM attributes group. This property can be set to define the key caching policy 
for SEKM. Here are the supported values for this attribute:

● No Caching: Default value
● Cache in Volatile Memory

KeyCachingStatus is available under the SEKM attributes group. This property can be checked to see if the key has been 
cached or not. Here are the supported values for this attribute:

● Key Not Cached: Indicates iDRAC does not have the key that is cached in volatile memory
● Key Cached in Volatile Memory: Indicates iDRAC has the key that is cached in volatile memory

Below are example Lifecycle (LC) log entries that are related to VKC:
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Table 7. Lifecycle log examples 

Key Message

SEKM005 The SEKM setting KeyCachingPolicy is changed from “No 
Caching” to “Cache in Volatile Memory.”

SEKM100 iDRAC has used the cached key because iDRAC could not 
connect to the Key Management Server.

SEKM101 iDRAC has deleted the cached key because either the SEKM 
or the key caching feature was disabled.

SEKM102 iDRAC has deleted the cached key because Key Management 
Server rejected a request to get the key.

SEKM103 iDRAC has successfully obtained the key 
e401a33e1a7e477391326baaa4bafb27d484eabf68e6
46ffbd69c4b95246a00c from the Key Management 
Server, and then locally cached it.

SEKM104 iDRAC is unable to cache the key 
e401a33e1a7e477391326baaa4bafb27d484eabf68e6
46ffbd69c4b95246a00c because iDRAC could not obtain 
the key from the Key Management Server.

Configure VKC using Redfish

Enable VKC

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Header: content-type application/json
Auth: Basic
Body: {"Attributes": {"SEKM.1.KeyCachingPolicy": "Cache in Volatile Memory"}}

Verify VKC attributes

Command: GET
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Auth: Basic
Response example: {“SEKM.1.KeyCachingPolicy": "Cache in Volatile Memory"} 

{"SEKM.1.KeyCachingStatus": "Key cached in Volatile Memory"} 

Disable VKC

Command: PATCH
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/

iDRAC.Embedded.1
Auth: Basic
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Body: {"Attributes": {"SEKM.1.KeyCachingPolicy": "No caching"}}

Configure VKC using RACADM

Enable VKC

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekm.KeyCachingPolicy "Cache in Volatile Memory"
[Key=idrac.Embedded.1#SEKM.1]
Object value modified successfully

Verify VKC

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn get idrac.sekm
[Key=idrac.Embedded.1#SEKM.1]
AutoSecure=Disabled
#iLKMStatus=Disabled
IPAddressInCertificate=Enabled
KeyAlgorithm=AES-256
KeyCachingPolicy=Cache in Volatile Memory
#KeyCachingStatus=Key cached in Volatile Memory
#KeyCreationPolicy=Key per iDRAC
#KeyIdentifierN=e401a33e1a7e477391326baaa4bafb27d484eabf68e646ffbd69c4b95246a00c
#KeyIdentifierNMinusOne=
KMSKeyPurgePolicy=Keep All Keys
#SecurityMode=SEKM
#SEKMStatus=Enabled
#SupportStatus=Installed

Disable VKC

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn set 
idrac.sekm.KeyCachingPolicy "No caching" 
[Key=idrac.Embedded.1#SEKM.1]
Object value modified successfully

VKC guidelines and limitations
When KeyCachingPolicy is enabled, iDRAC automatically caches the key. A host reboot is not required and does not delete 
the cached key. The encrypted key is stored in the iDRAC’s volatile RAM as part of the KMIP client’s data segment, making it 
inaccessible to other processes within iDRAC or to iDRAC users, and it is not displayed by any interfaces. iDRAC deletes the 
cached key from volatile memory in the following scenarios:

● KeyCachingPolicy is disabled

● SEKM is disabled
● iDRAC can connect to the KMS but unable to fetch the key (for example, key that is deleted at KMS or modified key 

permission)
● Loss of power to server o iDRAC reset
● Systems erase

KeyCachingStatus is a read-only attribute and cannot be modified.

● VKC is supported only through RACADM or Redfish interfaces, and while SCP export will list key caching attributes, SCP 
import of these attributes is not supported. The cached key will no longer be available after an iDRAC reset. If the KMS is 
down once iDRAC comes back up from reset, any secured drives will become locked after a server reboot. To unlock the 
drives, iDRAC must reestablish a connection with the KMS and cache a new key.
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All iDRAC actions related to key caching are available in Lifecycle logs. The SEKM103 message string references the key ID, 
not the actual key. A user can boot a system even when the connection to the KMS is not available if KeyCachingPolicy is 
enabled. However, if KeyCachingPolicy is disabled, the user cannot boot the system without a connection to the KMS.
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Import Pre-Generated Host Certificate and 
Private Key into iDRAC using Redfish

Topics:

• Overview
• Custom Certificate
• Custom PEM certificate

Overview
SEKM_CUSTOM_CERT and SEKM_CUSTOM_PEM_CERT include a signed client certificate and private key. These certificates 
can replace SEKM_SSL_CERT, eliminating the need to generate a CSR for each iDRAC and allowing the same client certificate 
to be uploaded to multiple iDRACs.

NOTE: It is the system’s administrator's responsibility to store and maintain the CSR since it is not stored on iDRAC.

NOTE: The KMS_SERVER_CA certificate must still be uploaded to iDRAC for a successful connection to your supported 

Key Management Server.

NOTE: SEKM_CUSTOM_CERT and SEKM_CUSTOM_PEM_CERT can only be imported from the Redfish interface.

You must generate a CSR and private key using OpenSSL. The workflow below demonstrates the process of creating a .p12 
certificate bundle for SEKM_CUSTOM_CERT on a Linux system and importing the certificate using Redfish.

Figure 94. SEKM custom certificate
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Take the contents of base64encoded and pass it into CertificateFile in the Redfish request body, as shown in the next 
section.

Custom Certificate
This section demonstrates how to install and view the custom SEKM certificate.

NOTE: The certificate file in the request body can be generated using OpenSSL, which is shown in the previous section.

Upload certificate

Expected status 
code:

200 OK

Command: POST
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/

Actions/DelliDRACCardService.ImportCertificate
Header: content-type application/json
Auth: Basic
Body: {"CertificateType": "SEKM_CUSTOM_CERT",

 "CertificateFile": 
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", "Passphrase": "P@ssw0rd"}

View certificate

NOTE: The custom SEKM certificate can only be viewed from the RACADM interface using the command below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sslcertview -t 6
Serial Number             : 0A
Subject Information:
Country Code (CC)         : US
State (S)                 : TX
Locality (L)              : Round Rock
Organization (O)          : Dell
Organizational Unit (OU)  : Validation
Common Name (CN)          : iDRAC-12345

Issuer Information:
Country Code (CC)         : US
State (S)                 : TX
Locality (L)              : Round Rock
Organization (O)          : Dell
Organizational Unit (OU)  : Solutions Group
Common Name (CN)          : Certificate Authority
Valid From                : Apr 29 17:00:08 2024 GMT
Valid To                  : Apr 29 17:00:08 2025 GMT

Custom PEM certificate
This section demonstrates how to install and view the custom SEKM PEM certificate.

NOTE: The process to create the custom PEM certificate is similar to that of the custom certificate. However, instead of 

converting to PKCS12, you can directly use the PEM content in the request body as shown below.

NOTE: A passphrase is optional.

Upload certificate

Expected status 
code:

200 OK

Command: POST
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/

Actions/DelliDRACCardService.ImportCertificate
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Header: content-type application/json
Auth: Basic
Body: {"CertificateType": "SEKM_CUSTOM_PEM_CERT",

 "CertificateFile": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----"}
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View certificate

NOTE: The custom SEKM PEM certificate can only be viewed from the RACADM interface using the command below.

C:\>racadm -r 192.168.0.120 -u root -p P@ssw0rd  --nocertwarn sslcertview -t 6
Serial Number             : 0A
Subject Information:
Country Code (CC)         : US
State (S)                 : TX
Locality (L)              : Round Rock
Organization (O)          : Dell
Organizational Unit (OU)  : Validation
Common Name (CN)          : iDRAC-12345

Issuer Information:
Country Code (CC)         : US
State (S)                 : TX
Locality (L)              : Round Rock
Organization (O)          : Dell
Organizational Unit (OU)  : Solutions Group
Common Name (CN)          : Certificate Authority
Valid From                : Apr 29 17:00:08 2024 GMT
Valid To                  : Apr 29 17:00:08 2025 GMT
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Periodic Sync with Key Management Server
Periodic Sync with KMS automatically updates encryption keys based on a KMS schedule. iDRAC scans the KMS for new keys 
and rekeys all SEKM-secured devices with any new key it finds. Activate this feature on the KMS first, then configure it on 
iDRAC using any supported interface. For more details, see your KMS administrator guide.

NOTE: Periodic Sync is only supported with CipherTrust Manager (k170v) Key Management Server.

NOTE: Periodic Sync is only supported through the Redfish interface.

NOTE: Periodic Sync can be disabled by running a manual rekey command. This will also delete any jobs that are scheduled 

by Periodic Sync.

The default pattern for the recurrence job is once daily. Since the KMS cannot notify iDRAC about key rotations, iDRAC checks 
the KMS daily for any new keys. If no new key is found, the rekey operation does not occur.

NOTE: While enabling key rotation on the KMS, you must also enable the option to deactivate the old key. This ensures that 

the new key is activated once created and the old key is deactivated at the scheduled timer expiry.

Enable Periodic Sync

Command: POST
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DelliDRACCardService/

Actions/DelliDRACCardService.PeriodicSyncWithKMS
Header: content-type application/json
Auth: Basic
Body: {}

Verify Rekey mode

Command: GET
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/ 

iDRAC.Embedded.1?$select=Attributes/SEKM.1.RekeyMode
Auth: Basic
Example: "SEKM.1.RekeyMode": "Periodic Sync with KMS"

View Periodic Sync schedule

Command: GET
URI: /redfish/v1/JobService/Jobs/Auto7c5292ab
Auth: Basic
Expected response 
code:

200 OK
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Example response: {
    "@odata.context": "/redfish/v1/$metadata#Job.Job",
    "@odata.id": "/redfish/v1/JobService/Jobs/Auto7c5292ab",
    "@odata.type": "#Job.v1_2_4.Job",
    "Description": "Represent a job in Redfish",
    "Id": "Auto7c5292ab",
    "Name": "Recurring Job",
    "Steps": {
        "@odata.id": "/redfish/v1/JobService/Jobs/Auto7c5292ab/Steps"
    },
    "Schedule": {
        "MaxOccurrences": 6953,
        "InitialStartTime": "20240904143900.000000+000+00:00",
        "RecurrenceInterval": "P1D",
        "EnabledDaysOfWeek": [
        ],
        "EnabledDaysOfMonth": [
        ]
    }
}

NOTE: The RecurrenceInterval value "P1D" indicates "per 1 day."

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.”
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Scheduled Rekey
SEKM Scheduled Rekey sends a new key generation request from iDRAC based on a user-configured recurrence interval. The 
rekey can be scheduled daily, on specific days of the week, or monthly. Examples are shown below.

NOTE: Scheduled Rekey is available on all supported Key Management Servers.

NOTE: Scheduled Rekey is only supported through the Redfish interface.

NOTE: Scheduled Rekey can be disabled by running a manual rekey command. This deletes any Scheduled Rekey jobs.

Enabled Scheduled Rekey (daily)

Command: POST
URI: /redfish/v1/JobService/Jobs
Header: content-type application/json
Auth: Basic
Body: {

     "Payload":{
         "TargetUri": "/redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/
DelliDRACCardService/Actions/DelliDRACCardService.Rekey"
     },
     "Schedule": {
         "RecurrenceInterval": "P1D"
     }
 }

Enabled Scheduled Rekey (specific days of the week)

Command: POST
URI: /redfish/v1/JobService/Jobs
Header: content-type application/json
Auth: Basic
Body: {

     "Payload":{
         "TargetUri": "/redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/
DelliDRACCardService/Actions/DelliDRACCardService.Rekey"
     },
     "Schedule": {
         "EnabledDaysOfWeek" : ["Monday", "Wednesday", "Friday"]
     }
 }
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Enabled Scheduled Rekey (monthly)

Command: POST
URI: /redfish/v1/JobService/Jobs
Header: content-type application/json
Auth: Basic
Body: {

     "Payload":{
         "TargetUri": "/redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/
DelliDRACCardService/Actions/DelliDRACCardService.Rekey"
     },
     "Schedule": {
         "EnabledDaysOfMonth": [10]
     }
 }

Verify Rekey mode

Command: GET
URI: /redfish/v1/Managers/iDRAC.Embedded.1/Oem/Dell/DellAttributes/ 

iDRAC.Embedded.1?$select=Attributes/SEKM.1.RekeyMode
Auth: Basic
Example: "SEKM.1.RekeyMode": "Scheduled Rekey"

View Scheduled Rekey schedule

Command: GET
URI: /redfish/v1/JobService/Jobs/Auto7c5292ab
Auth: Basic
Expected response 
code:

200 OK

Example response: {
    "@odata.context": "/redfish/v1/$metadata#Job.Job",
    "@odata.id": "/redfish/v1/JobService/Jobs/Auto8e034526",
    "@odata.type": "#Job.v1_2_4.Job",
    "Description": "Represent a job in Redfish",
    "Id": "Auto8e034526",
    "Name": "Recurring Job",
    "Steps": {
        "@odata.id": "/redfish/v1/JobService/Jobs/Auto8e034526/Steps"
    },
    "Schedule": {
        "MaxOccurrences": 6953,
        "InitialStartTime": "20240904145300.000000+000+00:00",
        "RecurrenceInterval": null,
        "EnabledDaysOfWeek": [
            "Wednesday,",
            "Friday"
        ],
        "EnabledDaysOfMonth": [
        ]
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NOTE: In the example above, Scheduled Rekey operation runs on Wednesday and Friday.

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to view recurring job details.
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Easy Restore
Easy Restore employs its own flash memory to create a backup of the system data. Upon replacing the motherboard and 
initiating the system, the BIOS communicates with the iDRAC and offers the option to restore the backup. The initial BIOS 
screen provides prompts to restore the service tag, iDRAC licenses, SupportAssist, and Identity Module (if applicable). The 
subsequent BIOS screen offers prompts to restore the system configuration settings (iDRAC, BIOS, and NIC). However, SEKM 
certificates are not copied to flash memory, and must be installed again manually.

NOTE: The Identity Module is restored first before other system settings (iDRAC, BIOS, and NIC).

For more general information about Easy Restore, see the iDRAC User Guide.

The steps below outline the process to enable SEKM on the new motherboard:

● Restore licenses: iDRAC Datacenter, iDRAC Enterprise, and SEKM licenses are restored as part of Easy Restore.
● Update firmware: After the Easy Restore process completes, update the iDRAC firmware update to ensure KMIP 

functionality on the new iDRAC.
● Reupload certificates: Manually reupload the SEKM certificates. Enable SEKM using the same iDRAC KMS user credentials 

from the original system.
● Unlock devices: Once SEKM is enabled, iDRAC can unlock any previously locked supported device.
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Crypto-Erase All Drives in a Single Operation
ControllerDrivesDecommission deletes all virtual disks, securely erases all supported drives, and disables security on the 
storage controller in a single stacked operation.

NOTE: This feature is only supported through the Redfish interface.

NOTE: This feature is only supported on BOSS-N1 and HBA 465i storage controllers.

Command: POST
URI: /redfish/v1/Systems/System.Embedded.1/Storage/{controller ID}/

Actions/Oem/DellStorage.ControllerDrivesDecommission
URI example: /redfish/v1/Systems/System.Embedded.1/Storage/BOSS.SL.14-1/Actions/Oem/

DellStorage.ControllerDrivesDecommission
Header: content-type application/json
Auth: Basic
Body: {"DisableControllerSecurity": true}
Expected response 
code:

202 ACCEPTED

DisableControllerSecurity is a boolean property that indicates whether security is disabled on the storage controller. A 
value of true results in disabling security on your supported storage controller.

NOTE: In the Headers output, the Location property returns a job ID URI. Run GET on this URI to monitor the job status 

until it is marked “Completed.” If the job stops in a "Scheduled" state, a server reboot is required to run the job.

The ControllerDrivesDecommission action also supports the @Redfish.OperationApplyTime parameter in the 
request body. An example request body is shown below:

OnReset

{
  "@Redfish.OperationApplyTime" : "OnReset",
  "DisableControllerSecurity": true
}

The OnReset option does not run the job until the server has rebooted.

Immediate

{
  "@Redfish.OperationApplyTime" : "Immediate",
  "DisableControllerSecurity": true
}

The Immediate option will perform a graceful OS shutdown with power cycle after the reboot job timeout completes.
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Troubleshooting
This section discusses some of the common issues that are encountered while setting up SEKM.

Topics:

• SEKM license installed but cannot enable on iDRAC
• SEKM SSL certificates uploaded but cannot enable SEKM
• Cannot switch PERC to SEKM mode
• SEKM failed for PERC encryption mode
• SEKM status shows "Unverified Changes Pending"
• SEKM status shows “Failed” after changing KMIP authentication settings
• SED shows as Locked and Foreign after moving to another SEKM-enabled PERC
• SEKM failed after moving SEKM-enabled PERC to another server
• Key size and algorithm used by KMS
• New PERC encryption mode is “None” after replacement
• New key generated after replacing SEKM-enabled PERC
• New BOSS-N1 security status after replacement
• Rollback of iDRAC firmware blocked
• Restoring SEKM mode on PERC after network outage
• Changing keys on a PERC
• PERC encryption mode still shows SEKM after system erase
• Cannot switch PERC to SEKM mode from LKM mode
• SED shows as Locked and Foreign after migrating from LKM to SEKM mode
• Cannot switch PERC to SEKM from eHBA personality mode
• Information on SEKM setup failures, key exchange issues, successful exchanges, or rekey operations
• SEKM key exchange after deleting SEKM license
• SEKM key exchange after an iDRAC reset
• SEKM key exchange failed after a warm reboot, but secured volume drives are still online and secured
• Auto Secure not enabling security on HBA or PERC
• Hot-plugged SED not showing up in the OS
• Cannot disable SEKM on iDRAC
• Cannot disable security on HBA or BOSS controller
• Confirming IP address in the KMS certificate SAN field
• Recovering from a key exchange failure after changing the iDRAC IP
• Updating PERC or HBA 12 firmware to version 12.2 or later

SEKM license installed but cannot enable on iDRAC
Q: I installed the SEKM license but cannot enable it on iDRAC. Any suggestions?

A: Ensure you update the iDRAC firmware after you install the SEKM license. This is required even if you had a SEKM-supported 
iDRAC firmware version before installing the SEKM license.

SEKM SSL certificates uploaded but cannot enable 
SEKM
Q: I set up the KMS info and uploaded SEKM SSL certificates, but still cannot enable SEKM on iDRAC. Any tips?
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A: There are many possible reasons why iDRAC is unable to enable SEKM. Check the SEKM enable job Config Results for 
information about the job failure. Also, check the Lifecycle Controller logs for possible reasons for failure to enable SEKM. Also, 
check the following SEKM settings:

● Ensure the following:
○ Primary and Secondary KMIP port numbers are correct.
○ The KMS CA certificate is the same as the one used to sign the KMS Server certificate.
○ The CA used to sign the iDRAC CSR is in the Trusted CA list on the KMS server.
○ The SSL Timeout value is large enough to allow iDRAC to be able to establish the SSL connection to the KMS.
○ The username of the iDRAC account on the KMS is entered in the correct field (it should match the value chosen in the 

"Username field in the Client Certificate" authentication property on the KMS).
● Ensure that the iDRAC CSR has the option to include IP address in the CSR selected.

Cannot switch PERC to SEKM mode
Q: I cannot switch PERC to SEKM mode. Any advice?

A: Ensure the following:

● The PERC firmware has been upgraded to a version that supports SEKM.
● The SEKM status on iDRAC is enabled. You can use the racadm sekm getstatus command to see the current SEKM 

status.

SEKM failed for PERC encryption mode
Q: I set up SEKM on iDRAC and PERC, rebooted the host, but PERC shows 'SEKM Failed' for Encryption Mode. Any ideas?

A: The primary reason for this is that the PERC could not get the key from the iDRAC. In this case, the iDRAC SEKM status 
changes to “Failed.” See the troubleshooting tips mentioned earlier and ensure iDRAC can communicate with the KMS.

SEKM status shows "Unverified Changes Pending"
Q: The SEKM status on iDRAC shows “Unverified Changes Pending.” What does that mean?

A: This means that changes were made to the SEKM settings on iDRAC, but these changes were never validated. Use the 
racadm sekm enable command to enable SEKM to ensure that iDRAC can validate the changes that are made and set the 
SEKM status back to either “Enabled” or “Failed.”

SEKM status shows “Failed” after changing KMIP 
authentication settings
Q: I changed the KMIP authentication settings on the KMS, and now the iDRAC SEKM status shows “Failed.” Any solutions?

A: If you changed the username or password of the iDRAC account on the KMS, ensure you update the corresponding 
properties on the iDRAC and enable SEKM.

If you changed the value of the "Username field in the Client Certificate" option on the KMS, generate a new CSR from iDRAC 
by setting the appropriate CSR property to the username, get the CSR signed by the KMS CA, and upload it to iDRAC. For 
example, if you change the value of the "Username field in the Client Certificate" option on the KMS from "Common Name" to 
"Organizational Unit," generate a new CSR by setting the OU property to the iDRAC KMS username, sign it using the KMS CA, 
and then upload it to iDRAC.

If you enabled the “Require Client Certificate to contain Source IP” property on the KMS, generate a new CSR by selecting the 
“Include iDRAC IP Address in CSR,” sign it using the KMS CA, and then upload it to iDRAC.
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SED shows as Locked and Foreign after moving to 
another SEKM-enabled PERC
Q: I moved a SED from a SEKM-enabled PERC to another, and now the drive shows as Locked and Foreign. How do I unlock it?

A: Because each iDRAC is represented on the KMS by a separate user account, the keys that are created by one iDRAC are not 
accessible to another iDRAC by default. To enable the other iDRAC to get the key generated by the first iDRAC and provide it to 
PERC to unlock the migrated SED, create a group to include the two iDRAC usernames and then give the key group permissions 
so that the iDRACs in the group can share the key.

The steps for the Gemalto KeySecure are described below:

1. Log in to the KeySecure Management Console and click Users and Groups > Local Users and Groups.
2. To create a group, click Add in Local Groups.
3. Select the newly created group and click Properties.
4. In the User List section, click Add, then add both the iDRAC usernames to this group.
5. After the group is created, click Security Keys.
6. Identify the key that is created by the first iDRAC using the iDRAC unique username.
7. Select the key and click Properties.
8. Click the Permissions tab, then click Add under Group Permissions.
9. Enter the name of the newly created group in step 2.
10. Remove and insert the drive to initiate a key exchange.
11. Now, the second iDRAC can get the key and provide it to PERC to successfully unlock the drive. The SEDs appear as 

Foreign and Unlocked.
12. Import or clear the foreign configuration of the drive. The steps for the CipherTrust Manager k170v are:

a. Log in to the CipherTrust Manager and click Keys and Access Management > Groups.
b. To create a group, enter the name of your new group in the Create New Group section, then click Add.
c. Select your newly created group and add the required users to the group.
d. After the group Is created and the users are added, click Keys to identify the key you want to be shared between 

iDRACs.
e. Select the required key, click Edit, identify your newly created group, and add the key to the group. Click Update.

SEKM failed after moving SEKM-enabled PERC to 
another server
Q: I moved a SEKM-enabled PERC to another server, and now the encryption mode shows “SEKM Failed.” How do I enable 
SEKM on the PERC?

A: Follow the steps outlined in SED shows as Locked and Foreign after moving to another SEKM-enabled PERC and restart the 
host.

Key size and algorithm used by KMS
Q: What key size and algorithm does the KMS use to generate the key?

A: In this release, iDRAC uses the AES-256 to generate keys at the KMS.

New PERC encryption mode is “None” after 
replacement
Q: I replaced a SEKM-enabled PERC with another, but the new PERC encryption mode is “None.” Why is it not “SEKM”?

A: On a part replacement, iDRAC sets the encryption mode of the new PERC to SEKM only if the firmware version of the 
new PERC is SEKM-capable. Ensure that the replacement PERC has a firmware version that supports SEKM. If not, perform a 
firmware update of the PERC to a version that supports SEKM and then check the PERC encryption mode.
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New key generated after replacing SEKM-enabled 
PERC
Q: I replaced a SEKM-enabled PERC, and now iDRAC has generated a new key. Why was the original key not used?

A: Each PERC needs its own key for SEKM. When a PERC is replaced, the new PERC requests a new key from iDRAC, use the 
old key to unlock the drives, and then rekey them with its new key.

New BOSS-N1 security status after replacement
Q: I replaced a SEKM-enabled BOSS-N1 with another, but the security status of the new BOSS-N1 is “Disabled.” Why is it not 
enabled?

A: On a part replacement, iDRAC sets the security status of the new BOSS-N1 to “Enabled” only if the firmware version of the 
new BOSS-N1 supports SEKM. If not, perform a firmware update of the BOSS-N1 to a version that supports SEKM, then check 
the BOSS-N1 security status. This is also applicable to ROR-N1.

Rollback of iDRAC firmware blocked
Q: I cannot roll back iDRAC firmware. Why might the rollback be blocked?

A: Ensure that there are no storage devices in SEKM mode. If there are any storage devices in SEKM mode, iDRAC blocks 
rollbacks to versions that do not support SEKM. This is to prevent data lockout, since iDRAC cannot provide keys to the storage 
devices to be unlocked after rollback.

Restoring SEKM mode on PERC after network outage
Q: I rebooted the host, and key exchange failed due to a network outage, putting PERC in SEKM failed state. The outage is 
resolved—how do I restore SEKM mode on PERC?

A: Ideally, you do not have to do anything because iDRAC periodically tries to connect to the KMS. After the network is 
restored, iDRAC can connect to the KMS, get the keys and provide them to PERC, and put it back in the SEKM mode. If the 
PERC is still in SEKM failed state after five minutes, reboot the host and check if the key exchange is successful.

Changing keys on a PERC
Q: Can I change the keys on a PERC?

A: Yes, iDRAC allows a rekey operation, which lets you can rekey all storage devices that are supported for SEKM or a specific 
storage device. These rekey operations are supported using either iDRAC GUI, RACADM, or Server Configuration Profile (SCP).

PERC encryption mode still shows SEKM after system 
erase
Q: I did a system erase, but PERC encryption mode still shows SEKM. Why?

A: This is expected behavior, as system erase does not change the encryption mode of the storage controller. To delete security 
on the PERC, use any of the supported iDRAC interfaces and switch the PERC encryption mode to “None.”

Cannot switch PERC to SEKM mode from LKM mode
Q: I cannot switch PERC to SEKM mode from LKM mode. Any advice?
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A: Update to the latest iDRAC and PERC firmware.

SED shows as Locked and Foreign after migrating 
from LKM to SEKM mode
Q: I migrated an SED from LKM mode to SEKM mode, but the drive shows as Locked and Foreign. Why was not it unlocked?

A: This is expected behavior. Because a PERC locks the SED in LKM mode, it must be unlocked manually by the LKM 
passphrase using any of the IDRAC interfaces. After unlocking, the foreign configuration the drive is imported, then the SEKM 
key locks the drive.

Cannot switch PERC to SEKM from eHBA personality 
mode
Q: I cannot switch PERC to SEKM mode from eHBA personality mode. Any tips?

A: This is expected behavior. The SEKM encryption mode is not supported in eHBA personality mode.

Information on SEKM setup failures, key exchange 
issues, successful exchanges, or rekey operations
Q: Where can I find information about SEKM setup failures, key exchange issues, successful exchanges, or rekey operations?

A: In all these cases, see the iDRAC Lifecycle logs for detailed log entries. In addition to checking iDRAC Lifecycle logs for 
detailed log entries, review the logs on the Key Management Server for any key exchange activity.

SEKM key exchange after deleting SEKM license
Q: Will the SEKM key exchange still work after deleting the SEKM license?

A: Yes, SEKM key exchange continues to work even if the SEKM license has been deleted.

NOTE: Updating the iDRAC firmware or performing an iDRAC reset without a SEKM license causes iDRAC to lose SEKM 

functionality. To recover this functionality, reinstall the SEKM license and update the iDRAC firmware again.

SEKM key exchange after an iDRAC reset
Q: Will the SEKM key exchange still work after an iDRAC reset?

A: SEKM key exchange will continue to work after a racreset if the SEKM attributes and certificates on iDRAC are still valid.

NOTE: racresetcfg is blocked while SEKM is enabled. To perform a racresetcfg operation, you must disable SEKM 

on iDRAC first.

SEKM key exchange failed after a warm reboot, but 
secured volume drives are still online and secured
Q: SEKM key exchange that is failed after a warm reboot, but my secured volume drives are still online and secured. Why?

A: Drives do not lose power on a warm reboot and stay Online and Unlocked. Only during a cold reboot do the drives lose power 
and become Foreign and Locked.
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Auto Secure not enabling security on HBA or PERC
Q: I enabled Auto Secure, but security was not enabled on HBA or PERC. Why?

A: Controllers such as PERC and HBA are not auto secured and must be manually secured.

Hot-plugged SED not showing up in the OS
Q: I hot-plugged a SED, but the drive is not showing up in the OS. Why?

A: Rescan the drive in the OS after it is reported in iDRAC storage inventory as secured.

Cannot disable SEKM on iDRAC
Q: I cannot disable SEKM on iDRAC. Any advice?

A: Ensure that security is disabled on all storage devices before attempting to disable SEKM on iDRAC.

Cannot disable security on HBA or BOSS controller
Q: I cannot disable security on the HBA or BOSS controller. Any advice?

A: Ensure all supported drives behind the controller have security that is disabled.

Confirming IP address in the KMS certificate SAN 
field
Q: How can I confirm that the IP address is in the SAN field for the KMS certificate?

A: Go to the iDRAC9 UI > Storage > SEKM page to determine KMS information.

Figure 95. KMS information

1. Open a web browser that can reach the KMS server and enter the IP and port number in the address bar (Mozilla Firefox 
was used in example below). Example: https://XXX.XXX.XXX.XXX:5696.

NOTE: This does not open a valid webpage, since the port is not for a webservice.

2. Click the address bar site information to see page information and view the certificate.
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Figure 96. View certificate

3. On the Certificate Details page, go to Subject Alt Names and confirm that the IP address is included.

Figure 97. Subject Alt Names

NOTE: If the IP address is not included within the Subject Alt Name field, a new CSR must be generated on the KMS.

Information on including the IP address in KMS CSR is in each supported KMS section.

Recovering from a key exchange failure after 
changing the iDRAC IP
Q: How do I recover from a key exchange failure after changing the iDRAC IP?

A: If your iDRAC IP changes after you have enabled the “Require Client Certificate to Contain Source IP” setting on your 
supported KMS and included the iDRAC IP when generating a CSR, you must regenerate a CSR and upload the signed 
certificate with the new iDRAC IP in the request.
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Updating PERC or HBA 12 firmware to version 12.2 or 
later
Q: What should I do after updating PERC or HBA 12 firmware to version 12.2 or later?

A: After updating PERC or HBA FW to 12.2 or later, perform a cold reboot instead of a warm reboot. This ensures that 
supported drives are unlocked and prevent any locked-out conditions.
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Technical support and resources
Dell.com/support is focused on meeting customer needs with proven services and support.
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